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Team Atlanta: AIxCC 2025 Winner

From an AIXCC-winning component to CtxFuzz



More reports, more work to check them

>334%

H C—— °
Incoming reports e . — Triage queue growth
A erify by execution — :
= v in three weeks
; —=_ A Bugcrowd, Mar. 10, 2026
- '\3" = '_—'_k — \ :?,‘::,:eﬁ rep;:ﬁced Surge in unverified Al submissions
... —_——— e — = o o
@T ? L = >15% to <9%
3 ]
..l. ? Reports confirmed as real bugs
JAl E Not Earller years vs. 2025
il econfirmaed —

How can we turn a vulnerability report into an input
that actually triggers the bug?




LLM agents vs. directed fuzzers

Two common approaches to vulnerability reproduction

LLM agent

@ Target location

if x == 7:

if len(data) >= 8:
if tag == "PNG":

@ target()
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X =17
8+ bytes

Craft an input

tag = "PNG"

AN

\

Reason about the full path

Infer path
conditions

Directed fuzzer

@ Target location

Weighted seed

|| x=0

o | i —
? Branch feedback

2dvance to the next branch
- O— O OHO—©
e Ly

Mutate and execute iteratively



Motivation: finding a path to the NULL state

Little CMS is a color management system (CMS) that maps colors between devices.

ICC profile + settings Build pipeline

Device color description . Many possible stage combinations

Named-color / matrix-shaper routes . Otfier

7 emitters

. [/ LUT pipeline family -
/ }[PmelmeA [ Stage 1 H Stage 2 ]——[ Stage 3 ] ]

Profile +
settings

Color space Check - 1\ 3/4ch
RGB / CMYE? mcH3 /.. format r \ { Pipeline B [ Stage 1 ]—{ Stage 2H J } g
Tags / l k}{ Pipeline C [ Stage IH Stage 2 H Stage 3 H J

Intent % :

Flags Invalid input '

Compatible curves-only configuration

Curves only; Shown trige

Profiles and settings choose among many color-conversion pipelines.




Motivation: finding a path to the NULL state

The PostScript emitter expects a color lookup table (CLUT) on this route.

Candidate failure routes EmitCIEBasedDEF

Checks and input constraints Write PostScript color code

Transform = NULL fe';ﬁ‘mked‘ :

L - | From Resample (success)

Pipeline copy = NULL %ﬁcn':ed : -_»
’ CLUT
N On success
Empty pipeline + Grid
—— B t mpe is valid
grid=d J {gsf [ Writes color table

When CLUT construction succeeds, the emitter receives a valid lookup-table stage.




Motivation: finding a path to the NULL state

A curves-only pipeline and grid size 1 produce the relevant construction failure.

cmsStageAllocCLut16bit may fail when
CubeSize dim < 1, making CLUT creation fail.
mpe->Next becomes NULL.

- if (cmsStageType(mpe) == cmsSigCLut...)

+ if (mpe && cmsStageType(mpe) == ...

A null-pointer dereference can occur while

NULL |

cmsps2.c:795 parsing ICC files to generate PostScript commands
Null-pointer dereference (CWE-476). = Force CLUT ,
. e Build a color lookup table
. Location Description > P
[ grid size=1 ]
X
CLUT = NULL  (CLUT build failed)
Compatible curves-only configuration . Original pipeline kept

g gt o — Failure ignore
no next stage 5 —’O - Al L

Grid size 1 is invalid for CLUT construction. The original pipeline remains.




Motivation: finding a path to the NULL state

The caller ignores failure and the emitter advances to a missing stage.

cmsStageAllocCLut16bit may fail when
CubeSize dim < 1, making CLUT creation fail.
mpe->Next becomes NULL.

- if (cmsStageType(mpe) == cmsSigCLut...)

+ if (mpe && cmsStageType(mpe) == ...

A null-pointer dereference can occur while
cmsps2.c:795 parsing ICC files to generate PostScript commands

Null-pointer dereference (CWE-476).

. Location . Description
From original pipeline (failure ignored)
[ Ty |
(@il — NULL |
Lol TR )
Compatible curves-only configuration . Original pipeline kept NULL dereference
—geoio ? Failure ignored
no next stage : AIWIEIEho
; _;8_ | | Same check, different pointer state

The retained curve stage has no next stage. The emitter dereferences NULL.




Directed fuzzer: many paths reach the sink

The same target basic block can execute with a valid pointer or a NULL pointer.

: C From Resample (success)
( LUT pipeline family w § [
BrLPipelineA [ Stage 1 } { Stage 2 ]» { Stage 3 ] /> iccess |
/ ( ) ' mpe is valid

T [ ! [
Pipeline B | Stage 1 1 Stage 2 }'l

4 3/ 4 channels :
ﬂ > Force CLUT . R e
|LP|pelme C | Stage1 [ Stage ﬂ { Stage 3 | ,[ /,p Build a color lookup table »

= { R 9 | |
L 3 | gridsize=1 ¢ : |- |
of ; ; NULL |

Many paths reach the same target | x _____
CLUT=NULL (CLUT build failed) NULL dereference
Original plpelme kept : \\ : ’//
_’ O Failure ignored Tt e i J
ot L Reached with valid OR NULL mpe
B Distance to the target line —— —--—————————————————————- - J

Many non-crashing routes dilute the distance signal for the required failure.




Directed fuzzer: missing input guidance

Location distance does not explain which bytes to change or how to change them.

@
Mutated seed
Color space \\ Check

s
RGB/CMYK/MCH3 /... / ey
Tags 7
Intent
Fogs X
- Invalid input
Which bytes? w_ — | -y
"2 Not used Target line: cmsStageType(m J
— O, ydistne L arget ype(mpe)
— | Bug g Reached with valid OR NULL mpe J
— | description N Distance to the target line - — - ——————————— =+ —————————- s

The bug description contains useful context, but location-only guidance does not use it.
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LLM agent: many hypotheses to test

Each hypothesis requires a precise input that passes the earlier checks.

Transform = NULL f;ﬁcr';ed‘
Pipeline copy = NULL | — Ee’lzcmked:
e 2o . S 0
Agent's / LUT pipeline family w ? : e e s
attempts < e il
»LrPipelineA , Stage 1 J{Stagez}—’[ Stage 3 ]] == ) to2
Color space : ek || / - S
RGB / CMYK: tried format ol ) chai
MCH3: missed \*LPlpelmeB [ Stage 1 H Stage 2 H ] J
Tags / 1 k»[ Pipeline C [ Stage 1 H Stage 2 H Stage 3 ]*I oo J GER
|
Intent % ‘ —> NULL |
next 1| J
Flags Invalid input

NULL dereference

Which failure is feasible, and which fields cause it?

Which failure is feasible, and which input fields make it happen?
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LLM agent: stopping before the right construction

Repeated failed attempts can lead the agent to conclude that the bug is not triggerable.

Color space \\ Check /4

RGB / CMYK: tried - Force CLUT )
MCH3: missed format pBuidacoiiodiptiieNs! = - SEEaaaaa
Tags [ grid size = 1 ] From original pipeline (failure ignored)
* e g™ ]
Intent Ve ; X Il —> NULL |
e : CLUT = NULL  (CLUT build failed) L2 R )
Flags Invalid input Missed compatible configuration Osigiralipipeline kegt NULL dereference
: . - Curves only; Shown trlgger
Stops: not possible : urveSet e a2 Failure ignore|
: : _:8 | Same check, different pointer state

]

The triggering path exists, but the agent misses the required input construction.
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CtxFuzz: Overview

Project ! (New Input] Mutator
_Sink Line
" Sink Func, | » E ¢ Cov. , Context-aware | |Selected N Default + Script
Initial Seeds xecutor Symbolizer Scheduler Seed Mutator Mutator
Y
f .| New |_ : f -
Preprocessing (s3.2) ; L2ced/Cov. i Weighted | Key || Sink :
' BT T : Path Cond.|| Func. .
Build |-s{[strumentation ¥l - '
| Seed/Cov. BC Mutatorsl——
Call Graph Generation o S
: ' A . 7 3
Static . Weighted . ey - -
s J— T O 17 NS
l '+ Blocker Solver
Call Autonomous Attempt Blocker Blocki Key Cond Key Mutator
[ Graph Pt | 5 | Blocking | o Y - L >
Seed Call B Exploiter Report Analyzer Nodes Explorer Cond.| ™| Generator
Generation Tracer T T * repeat K times

Directed

Fuzzer
(§3.4)

Context _

Interface -
(§3.3)

LLM
Agent

(§3.5)
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CtxFuzz combines LLM reasoning with directed fuzzing at runtime.



Fuzzer: Fuzzer evidence helps the LLM agent

Use existing seeds and observed coverage to test and refine hypotheses.

=

I

Directed fuzzer

15

,
N O, WN

void process(Input* in) {
if (in == NULL) return;
if (in->type == A) {
handle_a(in);
} else if (in->type == B) {
handle_b(in);
}

Reuse inputs that already make progress

Run input o

;a Seeds + line coverage

Query a function

or line

B

gf 2

Corpus DB

el
[
i

L T
[ T

) [y )

\_‘_/

Matching seeds + coverage

=

s

LLM agent

[ Revise hypothesis

/ v

X

S

Find seeds for a function or line,
and reuse their input structure.
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Candidate input

Test hypotheses through execution

Run candidate inputs through the fuzzer;
use coverage to reject or refine hypotheses.

v

X



Fuzzer: Fuzzer loop and context-aware scheduling

Algorithm 1: runtime guidance changes seed selection and mutation

Seed selection and execution Continuous fuzzing loop
1 function SelectSeed(S, BC): 15 S5
2 Spc — {s €S| 3(f,7) €BC: £ € coVijne(s)} 16 Cline < { (8, coViine(s)) | s € So}
3 r « Uniform(0, 1) 17 BC « {(sinkgne, sink), (sinkjne, path)}
4 if r < 0.25 then return UniformRandom(S) 18 M« 0
5 if r < 0.50 then return UniformRandom(Spc) 19 repeat
6 foreach s € Sp- do 20 BC « BC U PollBugContexts(); M «— M U PollMutators()
7 L w(s) «— 1+ X (s ryepc Wr - L[€ € coViine(s) ] 21 foreach b € PollGenBlobs() do
8 return s € Sgc with Pr[s] = w(s) /ZS’GSBC w(s’) 2 L RunAndUpdate (b, S, Sx)
- 23 s « SelectSeed(S, BO)
9 function RunAndUpdate(i, S, Sx): 24 p < AssignEnergy(s)
10 COVedge, crash < Execute(?) 25 fori«— 1 to pdo
11 COVjine «— Symbolize(covegge) 26 s’ « DefaultMutate(s)
12 Cline < Cline U { (¢, Covline)} 27 RunAndUpdate(s’, S, Sx)
13 if crash then Sy «— Sy U {t} " foreach m ¢ M do
14 | else if IsInteresting(covjp,, ¢) thenS « SU {t} 29 if (s, m) already executed then skip
30 s” « m.mutate(s)
25%: sample the full corpus # | L RunAndUpdate(s™ 5, 5
. : : : til timeout h
25%: sample interesting seeds uniformly *2 UIRET Timeott or eras
50%: sample interesting seeds by weight Poll new guidance, then apply both

default mutations and targeted scripts.
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Agent: LLM reasoning guides the directed fuzzer

Turn the bug description into location guidance and targeted input changes.

Directed fuzzer
I Important locations s
Bug description & e Weighted seed selection
E \ 5 Updated as Coverage overlap
_ |  SE— hypoth I — ith important
? ; ; : ,\.‘ L ypOt ieses evolve ) wi Io(l:f:t[i)gnsarti =
] ST \ = i 0 i i % —— '
T ==y Paths + kéy con&fions Seed corpus J Explore
(existing inputs) new inputs
| '-" —’ L)
Source code 3 . 0
. / Mutation script Apply to existing seeds
e T "
LLM agent : | mutate(seed) ‘ — Run mutations
: Hypothesis + ; | O TWT | —t> _
key conditions == { Fa
Il EE EEN
- — Existing valid inputs
\

{

Focus the search as hypotheses evolve

Prioritize seeds covering relevant paths
and key-condition locations.
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Coverage + crash feedback

Turn partial insight into mutations

Encode which bytes to change and how;
apply the script to existing seeds.




Agent: Blocker-driven recursive decomposition

Failed attempts lead to key conditions and targeted mutation scripts

Agent reasoning flow Agent algorithm

Autonomous Exploiter

// constants: N=5, K=2, D=5

1 Sgens M, BC < 0
2 repeat
Tool ake at can trigger
__og:eryCaIIGraph " ll()u: Il-r? tll:sitng to;;:.gg 3 R (_. 0 .
Read Secd/Cov_| 4 fori«< 1 to Ndo in parallel
“— $ 5 (R;, T;) « AutonomousExploit(sink, desc, G, S, Ciine)
: Q -Blob
6 R<— RUR;
[Attempt | B Tcoerage [ 7 | Sgen < Sgen U T
Blocker Analyzer .
8 for j «— 1 to Kdo
S Hdeniy the BLOCKER. 5 7; « SelectPath(R, G)
Otarg e o h 10 BC «— BCU {(f, path) | f (S 7[_’}
AUNEN 1 B « AnalyzeBlockers(r;, R, G)
L Blocker n 12 KC «— @
e S ® = 13 foreach (func, cpec) € Bdo in parallel
Ovocr (i What are the 14 | KC « KCU ExploreKeyCond(func, cnec, (), 0)
i G) m"f/@ 15 foreach (cgyy, ctx) € KCdo in parallel
BB €M $ 16 (m, ) « GenerateMutator(cg,s, ctx)
- Cond 18 M~ MU {m}
Mutator Generator Generate ' 19  BC« BCU {(¢, key_cond) }
1 MUTATION SCRIPTs |

20 until timeout

var_c == “x”
in[idx]=="a"

that can satisfy key conditions.

J
B

Mutation
Script
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Agent: Key-condition exploration

Recursive decomposition of blockers, one function at a time

Agent reasoning flow Explore one function at a time

18

21 function ExploreKeyCond(f, cpec, ctx, d):

22 KC« 0

23 Feallee < {g €G I (f’g) € edges(G)}

24 P « KeyCondClassify(src(f), cnecs ctxX, Feallee)

25 foreach (7, fiallees Csufs Chec) € P do in parallel
26 if 7 = skip then continue

27 if 7= leaf or d > D then

28 | KC « KCU {(cguf, ctx)}

29 else

30 ctx” — ctx - (f, csuf)

31 L KC « KC U ExploreKeyCond (fcalice, Checs CtX', d+1)

32 return KC

Key Cond. Explorer

O blocker
O target

v ~

‘What are the
6 KEY CONDITIONS of (3)

Leaf: derive a sufficient condition
Callee: recurse with an updated condition

;S @

Skip: ignore an irrelevant path

Depth limit D = 5 bounds the analysis.



Agent: Targeted mutation generation

Translate key conditions into input edits, then test them across the seed corpus.

Agent reasoning flow Little CMS: mutation script

1 def mutate(seed: bytes) -> bytes:
if len(seed) < 12:

seed = seed + b’\x00" * (12 - len(seed))
mutated = bytearray(seed)
# Set bits 16-23 to force nGridPoints = 1,
# creating a CLUT with all Dimensions[i] =
# that triggers dim <= 1 in CubeSize
mutated[8:12] = struct.pack(’<I’, 0x00010000)
return bytes(mutated)

O 0 N O oW WD

Change bytes 8-11 to force grid size 1.
Keep the rest of the seed intact.

Genera
MUTATION SCRIPTs

1

$

Mutator Generator b

A compatible profile is still required.

var c=="“x"

1n[1dx]== a
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Evaluation on the AIXCC Final challenges

Our study: 62 vulnerabilities across 16 projects (39 C + 23 Java)

Claude Sonnet 4.5

f = Snapshot: 2025-09-29

el
>ﬁ Cthuzz j_»_}_}? Tralnlng. cutoff: July 2025
Java[ \ a'o/ Q AIXCC Final: August 2025

= Same seeds Sanitizer Nocrash  Validated

(c

L

v crash afterfix trigger Cutoff predates the benchmark,
AIXCC challenges Baselmes . . . .
reducing contamination risk.
Ablation configurations Baselines
CtxFuzz-full Agent + fuzzer, with location, libFuzzer (C), Jazzer (Java)
vulnerability description, and diff. Directed (C): AFLGo, WAFLGo, Lyso
CtxFuzz-fuzzer Fuzzer only, without an LLM agent.
y g AIXCC challenges
CtxFuzz-agent Agent only, without fuzzer cooperation. Full-code and PR-diff scans
CtxFuzz-loc Agent + fuzzer, with location only Complex formats and logical guards
(no vulnerability description or diff). 16 K-4.9 Mlines, handcrafted bugs
8 hours per target, 16 cores No LLM budget enforced

20



CtxFuzz exposes 38 of 39 C targets

More validated triggers within the same eight-hour budget.

35 A
30 T  FJd° o e m em mm o
o)
Q) ..............
S 25 -
% .'! _':._. ._. ._,:" ________ mmmm CtxFuzz-full (38) == AFLGo (13)
a8 o === m CtxFuzz-loc (35) —-= WAFLGo (14)
@ - == = CtxFuzz-agent (29)  ==== Lyso (10)
GO)D = = = CtxFuzz-fuzzer (27)
S
“ 1 5 IIIIIII -
= LIS
@) F&—/ === ==" - o
10 _-l. R f;'_'_"_'_"_'_"_' ..................................................
] :.' -
5
0 1 1 1 1 1 1
AN
0 60 120 180 240 300 360

Time-to-Exposure (minutes)

WAFLGo could not build 12 C targets. One CtxFuzz target remained unexposed.
21

38 /39

CtxFuzz full

27

Fuzzer only

13/14/10

AFLGo / WAFLGo / Lyso



All 23 Java targets exposed

Semantic reasoning helps with complex structured inputs.

20 -
o
[}
2]
Q
% 15 o
e e CtxFuzz-full (23)
8 me CtxFuzz-loc (19)
o == = CtxFuzz-agent (19)
c%) 10 = = = CtxFuzz-fuzzer (5)
H
S
<
L)
5 g4E EEEEEEEEESESESESESEEEEEEER
0 T T T T T 1
AN
0 60 120 180 240 300 360

Time-to-Exposure (minutes)

Directed baselines do not support Java; these are CtxFuzz configuration comparisons.
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23 /23

CtxFuzz full

S/ 23

Fuzzer only

19 /23

Agent only or
location-only context



Ablation results: cooperation and rich context

Validated targets across all 62 AIxCC challenges

coruz i | ¢
+8 targets
o cooperaton) I 53 rersus mdependentumer
(no cooperation)
Agent only 48
+7 targets
F | o
e 32 with rich context
0 10 20 30 40 50 60 .o  Vversus location only

Independent union: 48 + 32 - 27 shared = 53 targets (from separate 8-hour runs)

61/ 62 overall - 29 exposed by none of the fuzzer baselines
Total LLM cost: full =$300; agent only =§317; location only =§412.

23



CtxFuzz enables runtime cooperation
between LLM agents and directed fuzzers.

24

Thank you

Q&A




