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Abstract

Formal verification offers strong guarantees of correctness,
robustness, and security. However, these guarantees depend
on specification correctness, and even minor flaws can invali-
date proofs and introduce critical vulnerabilities. We present
ScopE, an automated system that identifies specification in-
consistencies by combining formal modeling with rule-based
consistency checking. Unlike traditional approaches that
rely on implementations, SCOPE treats the specification as
the sole ground truth. It translates the specification into
a machine-verifiable model using Verus and SMT solvers,
then detects inconsistencies in success/failure conditions, de-
pendency rules, and state transitions. We apply ScoPE to the
Realm Management Monitor (RMM) specifications for Arm’s
Confidential Compute Architecture (CCA), uncovering 35
previously unknown bugs—including security-critical flaws
in ABI semantics and missing state transitions—all confirmed
by Arm. Compared to modern LLM-based tools, SCOPE im-
proves inconsistency-detection precision by 7x over GPT-01
and up to 40X over leading chat models (LLaMA 3.1, GPT-4o,
Claude 3.7).

CCS Concepts: « Software and its engineering — Soft-
ware verification and validation; Consistency; « Secu-
rity and privacy — Trusted computing.

Keywords: Specification validation; Formal methods; Auto-
mated reasoning; Confidential computing; Arm CCA
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1 Introduction

Formal verification has gained traction as a key enabler for
providing correctness, robustness, and security for decades.
Owing to its mathematical rigor, it is sometimes regarded as
a silver bullet for building bug-free systems [37]. Numerous
systems have adopted this technique, including OS kernels
[20, 36, 40, 54, 77], file systems [10, 16-18, 70], network sys-
tems [79-81], hypervisors [47, 48, 72-74], and compilers [45].
Advances in computer-aided verification now enable its ap-
plication to systems once deemed too complex or large to
verify.

Strong guarantees of formal verification, however, come at
the cost of heavy reliance on the specification. A bug in the
specification can invalidate a proof and render an implemen-
tation vulnerable, even when it satisfies the specification,
while giving the illusion of a secure system [35]. For example,
a formally verified smart contract paid $1 million bounty
due to a critical vulnerability [75] rooted in a vacuous in-
variant [39]. Although prior work has sought to enhance
the trustworthiness of specifications by formally proving
their properties [22, 27, 32, 49, 53, 55, 65, 69, 71] or testing
them against implementations [12, 21, 26, 30, 31, 64, 66], the
former is difficult to maintain under frequent design changes,
and the latter requires an implementation that may not yet
exist. As specifications continue to grow in size, ensuring
their trustworthiness becomes increasingly challenging.

In this work, we propose ScopE, an automated approach
for detecting inconsistencies in a specification. SCOPE ex-
ploits a fundamental property of specifications: if two related
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statements in the same document contradict, at least one is
incorrect. Since each statement is intended to be accurate
and consistent, combining them must not yield an inconsis-
tency. Specifically, Scopk utilizes how the architects view
the system [35, 65], which is expressed through summarized
tables or figures in the specification, and validates whether
the rest of the specification aligns with it.

We apply Scopk to the RMM specification [8]. RMM is the
firmware that manages resources and enforces security poli-
ciesin Arm’s CCA. We selected the RMM specification as our
target because it shares a similar structure with other specifi-
cation documents (e.g., using the Architecture Specification
Language (ASL) [9]) and several formal verification efforts
have already been conducted [32, 49]. In particular, validat-
ing the correctness of the RMM specification is critically
important, as it is the Trusted Computing Base (TCB) under-
pinning the security guarantees of the entire CCA system
which will cope with rising computations in data centers [14].
However, effectively validating this specification presents
several key challenges:

e C1. Absence of implementation. Arm’s design review
process mandates specification development prior to im-
plementation. Consequently, validating these specifica-
tions is challenging, as reference implementations—typically
required for comparison—are not yet available.

e C2. Frequent ABI updates. Arm regularly updates the
specification with new features and Application Binary
Interfaces (ABIs). As a result, an automated validation
technique is necessary to accommodate frequent changes.

e C3. Lack of predefined validation rules. Given the
complexity of the CCA threat model and its security re-
quirements [5], there are no clear rules or heuristics for
systematically detecting and validating bugs in the speci-
fication that spans hundreds of pages.

Scope addresses these challenges by using the specifi-
cation as the sole authoritative source (C1). It adapts the
Machine Readable Specification (MRS) [32, 64] to automati-
cally parse and analyze the RMM specification, ensuring it
remains effective as the specification evolves (C2). Although
Arm’s internal MRS resources (such as YAML files and CCA-
specific tools) are not publicly available, ScoPE uses a PDF
parser to extract relevant ASL content from the RMM specifi-
cation. It then converts these ASL representations into a form
suitable for Verus [42, 43], a formal verification framework
for reasoning about large-scale systems. By leveraging Verus
and SMT (Satisfiability Modulo Theories) solvers [24], SCOPE
systematically detects inconsistencies between ABI seman-
tics and their summarized views. Additionally, ScopE applies
heuristic rules tailored to the unique characteristics of the
RMM specification to further validate extracted components
(C3). To our knowledge, Scork is the first automated valida-
tion process that enables external CCA users to reconstruct
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a formal RMM model using uninterpreted functions [15]—a
capability previously unavailable outside Arm.

We evaluated ScoPe on multiple versions of the RMM
specification, discovering 35 previously unknown inconsis-
tencies, some persisting for up to 33 months. ScopE contin-
ues to validate ongoing updates of the RMM specification,
demonstrating its benefits in automating frequent, incre-
mental changes. Compared with existing formal verifica-
tion approaches (e.g., VIA [49], Arm’s model checking [32])
and state-of-the-art Large Language Models (LLMs) (GPT-4o,
Claude-3.7, GPT-01, Deepseek-R1), Scopk achieves broader
coverage—72.8% of ABIs across versions—and substantially
higher inconsistency-detection precision, improving from
8.00% (best LLM) to 61.90%. These results confirm SCOPE’s ef-
fectiveness in reducing engineering effort and strengthening
the trustworthiness of critical specifications.

In summary, our contributions are:

e End-to-end, automated tool. We present SCOPE, an au-
tomated framework for detecting inconsistencies in the
RMM specification, identifying 35 inconsistencies across
multiple versions. Compared to the latest LLM agents,
Scopk improves precision by over 7x, from 8.00% to 61.90%.

o New methodology. Our approach minimizes testing de-
pendencies by operating solely on specification documents.
Scopre detects inconsistencies without relying on imple-
mentations and efficiently handles frequent updates to the
RMM specification, including new ABIs.

e Open source. The source code for Scork is publicly avail-
able in https://github.com/islet-project/scope.

2 Background
2.1 RMM specification for Arm CCA

CCA is ahardware-software architecture introduced in Armv9-
A that enables hypervisor-based confidential computing. At
its core, the Realm Management Extension (RME) is a hard-
ware feature that enforces strong isolation through a new se-
curity state: the Realm. The RMM, a crucial software compo-
nent of CCA, operates at the highest level within the Realm
security state. It is responsible for managing Realms run-
ning on it by utilizing the hardware capabilities provided
by RME. The RMM specification [8] describes its ABIs in-
cluding the Realm Management Interface (RMI) for the Host,
Realm Services Interface (RSI) for Realms, and Power State
Control Interface (PSCI), also for Realms. The specification
is structured into four main parts.

Part A: Architecture. The Architecture part introduces
the core concepts of the architecture, such as Realms, gran-
ules, and Realm Excution Context (REC)s, along with their
valid state transitions, which are triggered by specific ABI
calls. Among these concepts, a granule is the smallest unit
of memory that can be delegated from the NS Host to the
Realm world. Another important concept is the definition of
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Realm IPA State (RIPAS) and Host IPA State (HIPAS), which
represent the memory access states from the perspectives of
the Realm and the Host, respectively.

The Realm’s Intermediate Physical Address (IPA) space is
divided into Protected and Unprotected regions, with RIPAS
values applicable only to Protected IPAs. Common RIPAS val-
ues include: (1) EMPTY, indicating that the IPA is not mapped;
(2) RAM, meaning the IPA is accessible as Realm RAM; and (3)
DESTROYED, where the IPA has been reclaimed by the Host
and is no longer accessible to the Realm. In contrast, HIPAS
reflects the Host’s view of memory, with typical values such
as: (1) ASSIGNED(_NS), where the IPA is associated with a
granule and assigned to either the Realm or the Host; and (2)
UNASSIGNED(_NS), indicating that the IPA is not associated
with any granule. RMM uses the combination of RIPAS and
HIPAS to securely manage memory ownership and transi-
tions between the Realm and the Host.

Part B: Interface. The Interface part defines each RMM
command in terms of the following elements: (1) a function
identifier (FID), (2) input/output values, (3) context values
derived from the inputs and outputs, (4) success and failure
conditions, and (5) a command footprint specifying the parts
of the system state affected by the command (Table 4). This
part also introduces command condition functions, which
are logical expressions used for evaluation.

Part C: Types. The Types section provides detailed defini-
tions for all data types used throughout the architecture and
interface.

Part D: Usage. The Usage part illustrates how the RMM
architecture can be utilized by both the Host and Realms,
using flow diagrams that depict sequences of RMM ABIs.

The Interface and Types parts define logical elements such
as data types, command condition functions, and commands.
In contrast, the Architecture and Usage parts are written
primarily in human-readable text, and make use of tables,
state transition diagrams, and sequence diagrams.

2.2 Verus: a formal verification tool

Verus is an SMT-based formal verification tool originally
designed for low-level system software written in Rust.

It allows developers to write specifications and machine-
checked proofs directly through lightweight annotations
and run proofs in SMT solvers to identify any violations.
Verus offers a set of essential language constructs for express-
ing program properties, including preconditions (requires),
postconditions (ensures), spec functions (spec) for defining
desired behavior, and proof functions (proof) for verifying
those properties. Additional annotations such as assertions
(assert) support intermediate reasoning within proofs.

All such annotations are treated as ghost code, used exclu-
sively for verification and erased at compile time, allowing
seamless integration with the existing codebase.
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RIPAS HIPAS New New

RMI Command , ©" ey, RIPAS HIPAS
DATA_DESTROY EMPTY ASSIGNED  Unchanged UNASSIGNED
DATA_DESTROY RAM  ASSIGNED  DESTROYED UNASSIGNED

RTT_INIT_RIPAS EMPTY UNASSIGNED RAM Unchanged

Table 1. Dependency of RMI command execution on RIPAS and
HIPAS values excerpted from the RMM specification (1.0-eac5).

B4.3.18.2 Failure conditions
ID

Condition

rtte_state pre: walk.rtte.state != UNASSIGNED
post: ResultEqual(result, RMI_ERROR_RTT, walk.level)

!AddrIsGranuleAligned(top)
ResultEqual(result, RMI_ERROR_INPUT)

top_gran pre:
post:

Table 2. Failure conditions of RMI_RTT_INIT_RIPAS excerpted
from the RMM specification (1.0-eac5). The shaded area highlights
the failure condition associated with a HIPAS value. The full table
is shown in Appendix A.

RIPAS

EMPTY DESTROYED RAM

HIPAS UNASSIGNED

RMI_RTT_INIT_RIPAS

Key
Initial state

Figure 1. Summary of HIPAS and RIPAS changes at a Protected
IPA, excerpted from the RMM specification (1.0-eac5). Red dotted
lines indicate missing flows for RMI_RTT_INIT_RIPAS.

2.3 Contradiction in propositional logic

Detecting contradictions by identifying unsatisfiable logi-
cal conditions in propositional logic forms the foundation
of Scope’s formal reasoning approach. To explain this con-
cept, we begin with a simple example. In propositional logic,
a formula is composed of atoms, negation (—), and logical
connectives (A, V, =, &, ©) where each atom represents
a propositional assertion that is either TRUE or FALSE [41].
Consider the two formulas: a, —a A b. Each can be satisfied
independently by assigning values { a = TRUE } and { a =
FALSE, b = TRUE }, respectively. However, when these for-
mulas are combined as a single formula (a A —a A b), no
interpretation can satisfy the result. The contradiction arises
from the presence of both a and —a connected by conjunction
(A), making the overall formula unsatisfiable.

3 Motivating Examples

We begin with a motivating example showing how inconsis-
tencies can arise from summarized tables or figures. Table 1
outlines the semantics of each command with respect to the
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RIPAS and HIPAS values, capturing its preconditions (Depen-
dency columns) and postconditions (New columns). Accord-
ing to Table 1, successful execution of RMI_RTT_INIT_RIPAS
requires RIPAS to be in the EMPTY state and HIPAS in the
UNASSIGNED state. Upon completion, RIPAS transitions to RAM,
while HIPAS remains unchanged. However, a discrepancy
emerges when the failure conditions in Table 2 are consid-
ered: the only failure condition listed for the same command
concerns HIPAS, with no reference to RIPAS. ! This omission
implies that RIPAS being EMPTY is not a required precondition,
directly contradicting the dependency specified in Table 1.

A subsequent consultation with an Arm architect con-
firmed that Table 1 was incorrect: the precondition requiring
RIPAS to be EMPTY was wrong. It has since been corrected to
None and documented under FENIMORE-864. This clarifica-
tion affected downstream components that depended on the
original specification. Another summarized view, shown in
Figure 1, was based on the previous (incorrect) version of
the table and was subsequently updated. The earlier figure
depicted the command as permitted only when RIPAS was
in the EMPTY state. With the corrected specification, SCOPE
revealed additional valid flows, indicated by the red dotted
lines in Figure 1.

This motivating example illustrates how inconsistencies
in the specification can propagate, leading to broader issues
in the design, derivative specifications, and implementation.
For CCA developers, the specification serves as the author-
itative reference for RMM’s behavior. Consequently, any
ambiguities or inconsistencies can result in ABI misinterpre-
tations and severe security risks. For example, if a developer
relies on an incorrect description of RIPAS, a legitimate call
to RMI_RTT_INIT_RIPAS might be incorrectly rejected, poten-
tially causing system crashes or undefined behavior.

Moreover, we argue that automatically detecting speci-
fication inconsistencies and their cascading effects poses
a significant technical challenge. First, the specification is
authored and maintained by a team of engineers, and in-
consistencies often arise from divergent interpretations or
human error. Second, the specification contains internal de-
pendencies that are often difficult to trace and manage.

4 Overview

To detect inconsistencies in the RMM specification, we pro-
pose SCOPE, an automated tool combining formal reasoning
and rule-based checking (Figure 2).

Formal reasoning. This approach detects inconsistencies
using Verus and an SMT solver. It parses the RMM specifi-
cation to extract logical components—data types, command
condition functions, and commands (®). These components

1In the RMM specification, walk.rtte.state contains a HIPAS value of the
Realm Translation Table Entry (RTTE) obtained from a page table walking of
a given IPA specified in the command’s context values, while walk.rtte.ripas
a RIPAS value of that.
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—
- Formal Reasoning -
i —
O Summary (fig/table) @ RMM model
— _: T T
Specification PDF ) | @
i " Rule-based checks v
1 > I =
M O [ [T () =
U- Collected Components Violating Commands
-t (ABIs, Types, Functions, etc)
ScoPE — Automatic process
HOLA model = =» Manual process

Figure 2. The workflow of Scope. @-@ are the steps for formal
reasoning, while @, @ are the ones for rule-based consistency
checking. @ is the only one that involves a manual process.

are used to construct the RMM model (®), which encodes the
RMM'’s ABIs and constraints as Verus spec functions. SCOPE
then generates proof queries from summarized tables (®).
For non-tabular content, such as diagrams, minimal manual
effort converts it into proof queries (®'). The SMT solver
checks these queries to determine whether their assertions
hold in the RMM model (®). Any failed assertion is reported
as an inconsistency.
Rule-based checking. This approach detects violations
of predefined inconsistency rules. After parsing the RMM
specification and extracting logical components using the
same parsing process (@), ScopE analyzes the components,
particularly ABI commands, against predefined heuristic
rules: footprint check and dangling output check (@). Any
violation is reported as a potential inconsistency.

The process for collecting logical components (O, @) is
described in §6, while the subsequent workflow steps (@-®,
@) are detailed in §5.

5 Design
5.1 Reconstructing an RMM model

The RMM specification contains formal definitions spread
across multiple sections. SCOPE consolidates these fragments
into coherent entities for formal reasoning. We denote this
reconstructed specification as the RMM model.? This section
describes how the RMM model is built (®) by converting
ASL, commands, types, and command condition functions.
Conversion from ASL to Verus. The logical components
in the RMM specification are originally written in ASL, an
internal language used by Arm. To improve accessibility and
enable formal analysis, SCOPE translates these components
into Verus.

“Note that our RMM model differs from Arm’s RMM model [32], which
was manually developed for the HOL4 proof assistant (referred to as the
HOL4 model in Figure 2). Its primary purpose is to ensure realm memory
isolation and prevent undefined behaviors in the model.
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ASL representation Verus representation

array [count] of data_type
data_type[count]

[data_type; count]
[data_type; count]

Ulnt(x) X
integer int
boolean bool
TRUE true
FALSE false
Zeros() 0

2°x pow2(x)

Table 3. Representation mappings between ASL and Verus.

B4.3.3.1 Interface
B4.3.3.1.1 Input values

Name Reg. Bits Type Name Reg. Bits Type

fid X0 63:0 Ulnt64 result X0 63:0 CommandReturnCode

rd X1 63:0 Address data X1 63:0 Address

ipa X2 63:0 Address top X2 63:0 Address

B4.3.3.1.3 Output values

B4.3.3.1.2 Context

Name Type Value Before

walk RttWalkResult RttWalk(rd, ipa, false
RMM_RTT_PAGE_LEVEL)

RttSkipNonLiveEntries( false
Rtt(walk.rtt_addr),

walk.level, ipa)

walk_top Address

B4.3.3.2 Failure conditions

D Condition

rd_align pre: !AddrIsGranuleAligned(rd)
post: ResultEqual(result, RMI_ERROR_INPUT)
rtt_state pre: walk.rtte.state != ASSIGNED
post: (ResultEqual(result, RMI_ERROR_RTT, walk.level)
&& (top == walk_top))

B4.3.3.3 Success conditions

ID Condition

rtte_state  walk.rtte.state == UNASSIGNED
ripas_ram pre: walk.rtte.ripas == RAM
post: walk.rtte.ripas == DESTROYED

B4.3.3.4 Footprint

ID Value

rtte RttEntry(walk.rtt_addr, entry_idx)

Table 4. RMI_DATA_DESTROY command excerpted from the RMM
specification (1.0-eac5). The full table is shown in Appendix B.

The conversion requires an understanding of the repre-
sentations in both ASL and Verus, as summarized in Ta-
ble 3. For example, ASL expresses array types whose ele-
ments are Address in two forms: array [16] of Address or
Address[16]. These are converted to the Verus array for-
mat [Address; 16]. ASL uses the operator for expo-
nentiation (e.g., 2 ~ Realm(rd). ipa_width), whereas Verus
uses the operator for logical XOR. Such expressions

ASPLOS 26, March 21-26, 2026, Pittsburgh, PA, USA.

1 pub open spec fn rmi_data_destroy_spec(rd: Address,

2 ipa: Address, res: Result<(), RmiStatusCode>,

3 data: Address, top: Address, old_s: S, new_s: S) -> bool
4 {

5 // Failure conditions
6 (!'AddrIsGranuleAligned(old_s, rd)

7 ==> ResultEqual(res, RMI_ERROR_INPUT))
8
9

&& (old_walk.rtte.state != ASSIGNED

10 ==> (ResultEqual(res, RMI_ERROR_RTT(new_walk.level))
11 && (top == RttSkipNonLiveEntries(new_s, Rtt(new_s,
12 new_walk.rtt_addr), new_walk.level, ipa))))

13 // Success conditions

15 && (res.is_0k()

16 ==> new_walk.rtte.state == UNASSIGNED)

17 && (res.is_Ok() && old_walk.rtte.ripas == RAM
18 ==> new_walk.rtte.ripas == DESTROYED)

19 ..

20 // A deduced condition from failure conditions

21 && ((AddrIsGranuleAligned(old_s, rd) &&

23 ! (old_walk.rtte.state != ASSIGNED))
24 ==> res.is_0k())
25 // Deduced conditions from success conditions

27 && (res.is_Err()

28 ==> new_walk.rtte.state == old_walk.rtte.state)
29 &8& (!(res.is_Ok() && (old_walk.rtte.ripas == RAM))
30 ==> new_walk.rtte.ripas == old_walk.rtte.ripas)
31}

Listing 1. An example of command conversion. The abbreviated
forms old_walk and new_walk are defined in Listing 2.

are therefore rewritten using Verus’s pow2 function, e.g.,
pow2(Realm(rd).ipa_width).

Command conversion. Each command is converted into
a Boolean function. The conversion has two parts: defining
the function signature and formulating the function body.
These are illustrated using the RMI_DATA_DESTROY example in
Listing 1, derived from Table 4.

The function signature (lines 1-3 in Listing 1) is con-
structed from the interface subsection of the specification
(B4.3.3.1 in Table 4). All input and output values are included
as function parameters, excluding fid, which does not af-
fect the command’s behavior. The return type follows Rust
conventions: Result<(), RmiStatusCode>.In addition to the
input and output parameters, the signature includes the old
and new system states (old_s and new_s), representing the
model’s state transition.

The function body encodes command behavior by translat-
ing the specification’s failure and success conditions (B4.3.3.2
and B4.3.3.3 in Table 4). These conditions are combined as
distinct logical units using a conjunction (8&) to form the
final expression.

First, failure conditions are modeled as logical implications
(==>) between preconditions and postconditions, combined
conjunctively (lines 6-12 in Listing 1). If none are satisfied,
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the command is considered successful. Second, success con-
ditions specify the resulting output behaviors, each repre-
sented by a proposition with res.is_0k() as the antecedent
(lines 15-18 in Listing 1). Verus’s built-in predicates is_0k()
and is_Err() express success and failure concisely.

Third, the deduced conditions capture the implicit behav-
ior of commands. These conditions serve two purposes: (1)
asserting that a command is successful when none of its fail-
ure preconditions hold, following rule R_VHFHD [8], and (2)
specifying which parts of the RMM state remain unchanged
under both failure and success scenarios. The former is en-
coded as the conjunction of the negations of all failure pre-
conditions (lines 21-24 in Listing 1). The latter is encoded
by comparing the old and new states of data items in the
success conditions to ensure that they remain unchanged
(lines 27-30 in Listing 1).

To this end, the targets of unmodified state items are se-
lected based on assignment operations: whenever an assign-
ment occurs, it indicates that the assignee has been modified.
We therefore ensure that the assignee does not change un-
der the negation of the assignment’s antecedent. This design
choice is based on two observations: (1) if an object is updated
under some antecedent in a given command, that antecedent
is the sole condition governing updates to the object within
the command; and (2) failure conditions do not modify state
objects except for output values.

In addition, when an update in the success conditions
modifies a subset of the fields of a predefined structure type
(e.g., RmmRttEntry), we add a deduced condition stating that
the remaining fields of the structure remain unmodified in
both success and failure cases.

The design distinguishes pre- and post-execution state val-

ues by passing old_s and new_s, respectively. Without this
distinction, a pair of failure and success conditions involv-
ing the same object can contradict each other. For example,
a failure condition may state walk.rtte.state == ASSIGNED
(the contrapositive of lines 9-10 in Listing 1), while a suc-
cess condition states walk.rtte.state UNASSIGNED (lines
15-16). In preconditions, old_s is always passed to command
condition functions (line 6 in Listing 1). In postconditions,
new_s is passed by default (line 11 in Listing 1).
Type conversion. Data types in the RMM specification are
classified into four categories: structure, enumeration, field-
set, and generic types. Structure and enumeration types are
mapped to Verus struct and enum types, respectively. Fieldset
types, which contain bitfields, are treated as structures with
bit position information discarded, since this information
is difficult to encode and has minimal impact on inconsis-
tency detection. Generic types in the specification include
Address, BitsN, IntN, and UintN, where N represents the bit
width. These types are mapped to Rust type aliases using
semantically equivalent or closely related types. For instance,
Bits512 is represented as [u8; 641, and UInt15 is mapped to
u16 by rounding up the bit width.
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Command condition function conversion. The specifi-
cation defines a comprehensive set of command condition
functions, with 82 in version 1.0-eac5 and 165 in version
1.1-alp14. Functions such as ResultEqual(), RttWalk(), and
RttSkipNonLiveEntries() in Table 4 are examples of these
functions.

These functions are rewritten for reuse as building blocks
for verifiable assertion conditions. While some are defined
as pseudocode and others appear as short textual descrip-
tions, SCOPE treats most as uninterpreted functions [15].
This is because the majority are already presented as un-
interpreted, without pseudocode (e.g., 61 out of the 82 func-
tions in version 1.0-eac5). Moreover, uninterpreted func-
tions offer abstraction and reasoning efficiency. For example,
AddrIsGranuleAligned(addr) could be explicitly defined as
{addr % GRANULE_SIZE == @3}, but treating it as uninterpreted
abstracts away the semantics of % and ==, reducing poten-
tial scalability issues in SMT-based reasoning. This follows
the common principle of abstract model design, omitting
low-level behaviors and execution details [40, 71]. Defining
precise semantics from short textual descriptions is beyond
the scope of this paper but may be explored in future work.

An exception to the use of uninterpreted functions is
ResultEqual(), a polymorphic function with two or three
parameters. Its usage is unified in the two-parameter form by
encoding the third parameter into an RmiStatusCode enum
variant, as in RMI_ERROR_RTT(walk.level) on line 10 of List-
ing 1. The function checks whether res is an Err and whether
the error code matches the provided status via its second
parameter. Other polymorphic functions are disambiguated
by adding suffixes (e.g., RttWalk_() rather than RttWalk()),
because Verus does not support polymorphism.

An extra parameter is added to each function to pass state
information, allowing it to distinguish between old and new
states (e.g., the first argument in lines 7-10 in Listing 2).
This extension is not applied to predefined functions such as
ResultEqual(), whose semantics are independent of state.
Context substitution. In the RMM specification, each
RMM command defines a list of context values associated
with that command. These values, derived from the input or
output values, serve to represent long logical conditions in a
more concise manner. For example, the context value walk in
Table 4 stands for RttWalk(rd, ipa, RMM_RTT_PAGE_LEVEL).

To restore the full conditions from these abbreviations
when they are used, the following strategies are applied:
First, each context name is replaced with its corresponding
value, not only within the context entries but also in the
success and failure conditions of the command. In Listing 1
(lines 11-12), the context name walk_top is expanded to its
full value, which incorporates the substitution of walk with
its corresponding value. Second, substitution does not ap-
ply to structure fields, even if their names match defined
context names. For instance, in the failure conditions of
RMI_RTT_MAP_UNPROTECTED, a pre-condition with ID rtte_state
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pub proof fn rmi_data_destroy_rule (rd: Address,
ipa: Address, res: Result<(), RmiStatusCode>,
data: Address, top: Address, old_s: S, new_s: S)
requires rmi_data_destroy_spec(rd, ipa, res,
data, top, old_s, new_s),
let old_walk = RttWalk_(old_s, rd, ipa,
RMM_RTT_PAGE_LEVEL);
RttWalk_(new_s, rd, ipa,
RMM_RTT_PAGE_LEVEL);
// Dependency on RIPAS (If RIPAS is EMPTY or RAM)
// The below would trigger an assertion violation
assert(res.is_0k()
==> (old_walk.rtte.ripas == EMPTY ||
old_walk.rtte.ripas == RAM));
// Dependency on HIPAS (HIPAS is ASSIGNED)
assert(res.is_Ok()
==> old_walk.rtte.state == ASSIGNED);
// New RIPAS (If RIPAS is EMPTY)
assert(res.is_Ok() && old_walk.rtte.ripas == EMPTY
==> old_walk.rtte.ripas == new_walk.rtte.ripas);
// New RIPAS (If RIPAS is RAM)
assert(res.is_Ok() && old_walk.
==> new_walk.rtte.ripas ==
// New HIPAS
assert(res.is_0k()
==> new_walk.rtte.state ==

(- SR RNC NS R OO RN

let new_walk =
10
11
12
13
14
15
16

18
19
20
21
22
23
24
25
26
27

28}

rtte.ripas == RAM

DESTROYED) ;

UNASSIGNED) ;

Listing 2. An example of proof query.

isdefined aswalk.rtte.state != UNASSIGNED_NS.In this case,
although both walk and rtte are defined as context values,
only walk is substituted. The rtte remains unchanged be-
cause it represents a member of the RmmRttWalkResult struc-
ture.

5.2 Using the RMM model as an oracle

This section presents the use of the RMM model in formal
reasoning (®, @) and in the manual generation of two proof
codes (®'): summarized view validation and implicit invari-
ant extraction.

Formal reasoning. After the RMM model is reconstructed
via the conversion process, the model is used to answer
queries on the RMM specification. Since both the recon-
structed model and the summarized tables of required RMM
properties are derived from the same specification, they
should contain valid and consistent information. Conse-
quently, validity checks of the summarized tables can be
expressed as contradiction checks. SCOPE uses Verus proof
functions to evaluate these queries. Listing 2 presents a query
constructed by Scopk that reflects the summarized semantics
of RMI_DATA_DESTROY, based on Table 1.

The proof function is constructed as follows: First, it adopts
the same signature as the corresponding spec function, but
with a different name. To leverage the RMM model as an
oracle, Verus requires primitive is used, treating the given
predicate as a valid precondition. In this case, the function
rmi_data_destroy_spec() is passed as the precondition (lines
4-5in Listing 2). Second, common local variables are declared
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from the command’s context values (lines 7-10 in Listing 2).
Third, assertions are generated based on the dependency
rules in Table 1. These assertions evaluate whether the con-
ditions listed as dependencies are sufficient (lines 13-18 in
Listing 2), and whether the specified postconditions match
the expected results (lines 20-27 in Listing 2). A violation
indicates an inconsistency between the model and the table.

To be specific, when a target command in the dependency
table consists of a single row (e.g., RTT_INIT_RIPAS), we check
that (1) old_walk.rtte.ripas (or state) equals the value in
the Dependency columns, and (2) new_walk.rtte.ripas (or
state) equals the value in the New columns. If the New col-
umn specifies an Unchanged case, new_walk.rtte.ripas (or
state) is compared against old_walk.rtte.ripas (or state).
If the Dependency column specifies None, the check trivially
evaluates to true, as no restriction is imposed.

In contrast, when a target command in the dependency
table involves mulitple rows (e.g., DATA_DESTROY), we check
that old_walk.rtte.ripas (or state) equals one of the values
listed in the Dependency columns, combined using logical
OR (]1) (lines 13-18 in Listing 2). If all entries in a given New
column are identical, we check that new_walk.rtte.ripas (or
state) equals that value (lines 26-27 in Listing 2). Otherwise,
when a New column contains different values, we check that
new_walk.rtte.ripas (or state) equals each value under its
corresponding condition specified in the Dependency column
(lines 20-24 in Listing 2).

Using this proof function, Scopk identified an inconsis-
tency in this example. Specifically, the first assertion fails
because the condition for RIPAS—being EMPTY or RAM—is not
sufficient. According to the RMM model, the command can
also succeed when RIPAS is DESTROYED. This inconsistency
was reported, and the condition in Table 1 has been revised
from EMPTY to not RAM to reflect the model’s actual behavior.
Validating summarized views. ScorE formulates formal
queries through manual translation of diagrams and de-
scriptive text from the Usage part of the specification. Al-
though these summarized views provide developers with a
system-wide perspective, they are often dispersed through-
out the document, leading to potential inconsistencies due
to fragmentation. For example, when a Realm issues an
RSI_IPA_STATE_SET call, the Usage part specifies that the
RMM updates several fields of the REC structure, including
exit_reason, ripas_addr, ripas_top, and ripas_value. How-
ever, the definition of the REC attributes does not include
the field exit_reason, thereby revealing an inconsistency.
Extracting implicit invariants. Identifying invariants in
the target system is essential for verifying security-critical
conditions. ScopE derives them primarily from data type
definitions. For example, the Realm IPA state includes the
statement: A Protected IPA has an associated Realm IPA state
(RIPAS). From this, an invariant is formulated as: For a given
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1 pub open spec fn is_protected_state(
2 state: RmmRttEntryState) -> bool {

3 state RmmRttEntryState: :ASSIGNED ||

4 state RmmRttEntryState: :UNASSIGNED ||
5 state RmmRttEntryState: : TABLE
6

7

8

9

}
pub open spec fn is_unprotected_state(
state: RmmRttEntryState) -> bool {
state == RmmRttEntryState::ASSIGNED_NS ||
RmmRttEntryState: :UNASSIGNED_NS ||
RmmRttEntryState: : TABLE

state
state

Listing 3. State checking invariants.

IPA, a RIPAS value exists if and only if the IPA is Protected.®
As another example, the RmmRttEntryState type represents
the state of a Realm Translation Table Entry (RTTE). Ac-
cording to the specification, states ASSIGNED and UNASSIGNED
are associated with Protected IPAs, while ASSIGNED_NS and
UNASSIGNED_NS are associated with Unprotected IPAs. From
these definitions, two predicates are defined: is_protected_-
state() and is_unprotected_state(), as shown in Listing 3.
These predicates are then used to validate the following in-
variant: For a given IPA, if it is Protected or Unprotected, it
must be in the corresponding protected or unprotected state.

5.3 Rule-based checks

This section describes how heuristic rules are applied (@).
These checks rely on two elements: the command footprint
and its output values.
Footprint checks. Scopk detects inconsistencies by com-
paring the footprint and success conditions. For each com-
mand defined in the RMM specification, the footprint lists all
components of the system state that are modified, excluding
output values written to registers. The success conditions
describe the observable effects of a successful command exe-
cution. Because these two are complementary, there should
be a strong correlation between them. If a state modification
occurs outside the output values but is not reflected in the
footprint, the discrepancy likely indicates an inconsistency.
For example, Table 5 shows the earlier version of the foot-
print and success conditions for the RMI_RTT_SET_S2AP com-
mand. When the command is received, the RMM updates
rec.s2ap_addr, which stores the address of the stage 2 access
permission. However, this modified component was initially
omitted from the footprint, even though it is unrelated to out-
put values. This omission caused confusion, as the success
conditions could be interpreted to mean that only out_top is
updated. To prevent this type of error, Scork first excludes
all output values from the assignees in the success conditions

3RIPAS is created and assigned only for Protected IPAs in RMI_REALM_CREATE
(B3.68 RttsAllProtectedEntriesRipas, 1.0-eac5). Its value can change only
for Protected IPAs (I_HLHZS, 1.0-eac5). From these, the inverse direction
of the if and only if statement was inferred. To facilitate the proof, we
also added a NONE field to the RmmRipas enumeration type to distinguish the
protected RIPAS condition from others.
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B4.3.50.1.3 Output values

Name Reg. Bits Type Description
out_top X1 63:0 Address Top IPA of range
B4.3.50.3 Success conditions

ID Condition

s2ap_addr rec.s2ap_addr == out_top

B4.3.50.4 Footprint
The RMI_RTT_SET_S2AP command does not have any footprint.

Table 5. Buggy footprint of RMI_RTT_SET_S2AP excerpted from
the RMM specification (1.1-alp12). rec. s2ap_addr is modified upon
the successful execution. However, it is missing from the footprint,
which can lead to a misunderstanding of having no modifications.

B4.3.20.1.3 Output values

Name Reg Bits Type Description
result X0 63:0 CommandReturnCode Return status
walk_level X1 63:0 Ulnt64 RTT level
state X2 7:0 RmiRttEntryState State of RTTE

B4.3.20.3 Success conditions
Condition for walk_level is missing.

Table 6. Buggy success conditions of RMI_RTT_READ_ENTRY

excerpted from the RMM specification (1.0-eac5). A condition for
walk_level is missing which makes X1 register uninitialized.

and then verifies that all remaining components are included
in the footprint.

Dangling output checks. The relationship between output
values and postconditions in both success and failure cases is
analyzed. Each output value must appear in at least one post-
condition, which specifies its expected state after execution.
If an output value—excluding the result value—is absent from
all postconditions, it is flagged as a potential inconsistency.
Table 6 shows such a case in RMI_RTT_READ_ENTRY, where the
output walk_level (assigned to the X1 register) was omitted
from the success conditions.

6 Implementation

Scoprk is implemented in Python and comprises 2,400 lines of
code. It begins by converting the RMM specification PDF to a
text file using the pdftotext tool. The script preprocesses the
text by removing nonessential elements such as the table of
contents, headers, footnotes, and draft markings to simplify
parsing.

To collect logical components, the script employs a top-
down approach by dividing the document by Part and ana-
lyzing each subsection. Parsing primarily relies on regular
expressions. When this approach is insufficient, particularly
for multi-line table entries, the script uses indentation infor-
mation and heuristics extracted from various versions of the
RMM specification.
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After parsing, the collected components are transformed
as described in §5. During model reconstruction, the script
generates a preamble and postamble that define data types,
type aliases, constants, and Verus-specific keywords. For
polymorphic functions, it identifies parameter variations by
counting commas and applying keyword matching. To avoid
type errors, the script performs type coercion using the as
keyword in Verus where necessary.

7 Evaluation
We evaluate Scopk through the following research questions:

e RQ1: How effectively does ScopE detect inconsistencies
in the RMM specification?

e RQ2: How does ScorE perform relative to existing ap-
proaches?

e RQ3: How robust is SCOPE across different versions of the
specification?
e RQ4: What security risks arise from inconsistencies?

Environment Settings. All experiments were conducted
using Verus v0.2025.01.11 and Z3 v4.12.5. To address RQ1 and
RQ3, we used multiple versions of the RMM specification,
while RQ2 was evaluated on version 1.0-rel0. The running
time for processing a single version was approximately 1-2
seconds on a desktop with an Intel Core i7-14700K processor
and 32 GB RAM.

7.1 ROQ1: Effectiveness of SCOPE

A total of 38 potential inconsistencies were reported, of
which 35 were confirmed as valid by Arm, as summarized
in Table 7. Several have been officially labeled and fixed in
later specification releases; the rest are scheduled for future
updates. Three were rejected due to misinterpretations of
the specification. Notably, 13 inconsistencies were found
in newly introduced commands (marked with an asterisk),
demonstrating ScoPE’s effectiveness in handling frequent
updates of new ABIs.

Experiment setup. We evaluated the detection perfor-
mance of our proposed automated approaches—formal rea-
soning and rule-based checking—on versions 1.0-eac5 and
1.0-rel0 of the RMM specification. For formal reasoning, we
used the original entries in the dependency table (Table 1),
which contains 36 cells (4 condition columns X 9 command
rows). Our parser successfully analyzed 31 of these cells; the
remaining 5 were excluded as they deviated from standard
description patterns. For rule-based checking, we evaluated
all commands as units, treating each violating command as
one case. An exception was made for RMI_RTT_READ_ENTRY,
where each output value was evaluated independently, as
there was a mix of a false positive and a true positive.
Results. Overall, Score demonstrated high effectiveness
and precision in detecting inconsistencies in the RMM spec-
ification, achieving precision scores of 63.64% and 61.90%
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across the two approaches. For formal reasoning, precision
scores of 33.33% and 25% were reported. The tool reported
9 and 8 assertion violations in the respective versions, with
3 and 2 true positives and 6 false positives in each case.
Among the false positives, 3 were caused by interpretation
issues, while the other 3 stemmed from underspecification
of the RttEntriesInRangeRipas() function, which could be
resolved with user input. For rule-based checking, a preci-
sion of 84.62% was measured for both versions. This method
reported a total of 13 violations, including 11 true positives
and 2 false positives. The false positives were due to non-
standard usage of the desc value and ambiguous semantics
related to state modification.

7.2 RQ2: Comparison with Existing Approaches

To answer RQ2, we compared ScoPE’s effectiveness against
existing tools: LLM-based tools and formal verification tools.

7.2.1 Comparison with LLM-based Tools. ScorE im-
proves precision by 7-40x compared to LLM-based approaches
(Table 8). We used advanced LLMs from various vendors, in-
cluding general-purpose chat models—GPT-40 [56], Claude
3.7 [11], and Llama3.1-70B [51]—and reasoning-focused mod-
els such as GPT-o1 [57] and Deepseek-R1 [25].%
Experiment setup. We developed an automatic context-
splitting agent that partitions the document based on its
internal hyperlinks and structure. This design decision was
made because the RMM specification exceeds 124k tokens,
leaving limited space for model-generated outputs and rea-
soning, as modern LLMs can process up to 128k tokens. De-
tails can be found in Appendix C. The agent produced 321
contextually coherent segments, the largest being approxi-
mately 70k tokens. These segmented inputs were then fed
into each LLM for evaluation. We randomly sampled approx-
imately 50 outputs across the 321 segments and manually
evaluated their accuracy. Due to model-specific behavior and
output variability, the number of evaluated outputs varied
between models.

Results. GPT-01 achieved a precision of 8.00%, and Deepseek-
R1 reached 1.89%, both significantly lower than Scopg’s
61.90%. Reasoning models outperformed chat models due to
their advanced inference mechanisms; however, they still
exhibited low precision and required extensive manual vali-
dation. Most false positives produced by the LLMs stemmed
from misinterpretation or hallucination, rather than from
deficiencies in contextual understanding or reasoning ability.
Notably, validating LLM-generated outputs is still a labor-
intensive task, requiring manual review of both the model’s
reasoning and corresponding document statements.

4The snapshots we used for evaluation are: gpt-40-2024-11-20, claude-
3.7-sonnet-20250219, llama-3.1-70b-instruct, ol-preview-2024-09-12 and
deepseek-r1.
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# of report /

ABI Name . Labels Duration = Categorization Description

# of confirmation
RMI_DATA_CREATE 2/2 (alp11, alp11) 906, 935 18, 25 R, R inconsistent diagram, missing cond.
RMI_DATA_DESTROY 1/1 (alp10) 899 16 R inconsistent table
RMI_MEC_SET_PRIVATE* 1/1 (alp14) 1105 8 H (f) missing footprint
RMI_MEC_SET_SHARED* 1/1 (alp14) 1114 8 H (f) missing footprint
RMI_P2P_STREAM_ADD* 1/1 (internal) N/A N/A H (f) missing footprint
RMI_P2P_STREAM_REMOVE* 1/1 (internal) N/A N/A H (f) missing footprint
RMI_PSMMU_IRQ_NOTIFY* 1/1 (internal) N/A N/A H(d) missing cond.
RMI_REC_AUX_COUNT 1/1 (alp11) 907 28 R missing field in realm attributes
RMI_RTT_DESTROY 3/3 (alp10, alp10, alp11) 892,893,940 16, 16, 1 R,R,R inconsistent table, incorrect cond. (2)
RMI_RTT_DEV_MEM_VALIDATE* 1/1 (alp14) 1109 1 H (f) missing footprint
RMI_RTT_FOLD 1/0 (rejected) R
RMI_RTT_INIT_RIPAS 2/2 (rel0, alp14) 864, 1048 15, 22 R,R inconsistent table, inconsistent diagram
RMI_RTT_READ_ENTRY 1/1 (alp10) 896 27 H(d) missing cond.
RMI_RTT_SET_S2AP* 2/2 (internal, alp14) 1113 N/A, 4 H(d), H (f) missing cond., missing footprint
RMI_VERSION 1/1 (alp10) 898 13 H(d) missing cond.
RSI_ATTESTATION_TOKEN_CONT.  1/1 (alp14) 959 33 H (d) missing cond.
RSI_ATTESTATION_TOKEN_INIT 1/1 (alp14) 958 18 H (d) missing cond.
RSI_IPA_STATE_GET 2/2 (alp14, internal) 957 7,N/A H (d), H (d) missing cond. (2)
RSI_MEASUREMENT_READ 1/1 (alp14) 944 33 H(d) missing cond.
RSI_MEM_SET_PERM_INDEX* 2/2 (alp14, alp14) 1058, 1110 8,8 H (), H (f) missing cond., missing footprint
RSI_MEM_SET_PERM_VALUE* 1/1 (internal) N/A 8 H (f) missing footprint
RSI_RDEV_GET_INFO* 1/1 (internal) N/A N/A H (f) missing footprint
RSI_REALM_CONFIG 2/0 (rejected, rejected) H (f), H (f)
RSI_VERSION 1/1 (alp10) 898 13 H(d) missing cond.
RSI_VSMMU_ACTIVATE* 1/1 (alp14) 1059 6 H (d) missing cond.
PSCI_CPU_ON 1/1 (alp14) 1103 33 H(f) missing footprint
PSCI_SYSTEM_OFF 1/1 (alp14) 1104 21 H (f) missing footprint
PSCI_SYSTEM_RESET 1/1 (alp14) 1116 21 H (f) missing footprint
PSCI_VERSION 1/1 (alp14) 947 33 H(d) missing cond.
Etc (RIPAS change) 1/1 (alp14) 968 33 R inconsistent diagram
Total 38/35 28

Table 7. Summary of bugs discovered by Scope and confirmed by Arm. * marks ABIs newly added in recent RMM specification versions.
(version) indicates when the bug was fixed; (internal) means the bug was validated by Arm but remains unpatched. Labels appear in the
Release Information of the latest specification with the prefix of FENIMORE- and are assigned only after a fix. Duration represents the

number of months the bug persisted. R denotes bugs found via formal reasoning;

methods: dangling output and footprint checks.

Models Result* Precision
llama3.1 1/66 1.52%
Chat Model gpt-4o0 1/54 1.85%
claude-3.7 2/57 3.51%
Reasoning gpt-ol 4/50 8.00%
Model deepseek-r1 1/53 1.89%
ScoPE 13/21 61.90%

Table 8. Evaluation between Scope and LLM based approaches.
Scork effectively improves the precision by 7-40x compared to the

LLM-based approaches.

*: Result = TP/(TP+FP)

7.2.2 Comparison with Formal Verification Tools. Com-
pared with two existing formal verification approaches, VIA [49]
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H (d) and H (f) refer to those identified through heuristic

and Arm’s model checking [32], SCOPE covers up to three
times more ABIs and scales to newer versions (Table 9).

Experiment setup. For this comparison, we used publicly
available sources. According to VIA, it used an early proto-
type of the RMM implementation for verification, and the
exact version was not disclosed. To align the results, we
assumed that this prototype contained a similar number
of total commands to version 1.0-eac5, and projected the
number of verified commands accordingly.’ In contrast, the
covered commands of Arm’s model checking were estimated

SWhile version 1.0-eac5 adds one command over the oldest version (1.0-
bet0), VIA may have used a version with fewer commands than the oldest.
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Spec Version 1.0-eac5  1.0-rel0 1.1-alp11  1.1-alp12
VIA 22 (54%) N/A N/A N/A
Arm’s model checking 8 (20%) 8 (20%) N/A N/A
ScoPE 28 (68%)  28(68%)  74(77%) 79 (78%)
Total 41 41 96 101

Table 9. Number of successfully covered ABI commands. N/A
indicates no covered rate due to the absence of an implementation
in that version.

by counting the number of verification harnesses, each of
which targets a single command.

Results. VIA covered 22 commands, resulting in a coverage
rate of 54%, with most of the uncovered cases being related
to RSI commands. For model checking, 8 commands were
covered, yielding a coverage rate of 20%. Although Arm’s
model checking benefits from MRS [32], its coverage rate
remains low. We think that model checking covered fewer
ABIs due to scalability limits (e.g., state explosion) and could
not benefit from modular verification. Additional verification
efforts may have been conducted internally by Arm but not
publicly disclosed.

Scopk not only achieves higher coverage rates and the
number of cases than existing verification approaches, but
also supports recent versions of the RMM specification, in-
cluding 1.1-alp11 and 1.1-alp12. Since Arm’s model checking
relies on the existence of an implementation, it cannot verify
recent versions of the RMM specification until correspond-
ing implementations become available. Furthermore, VIA’s
heavy reliance on manual proofs is difficult to maintain in
the face of frequent updates to the RMM specification. These
results suggest that the substantial manual effort involved
in formalizing the specification limits the scalability of tra-
ditional formal verification tools. As a result, only a lim-
ited number of ABIs have been formally verified, potentially
leaving security vulnerabilities in the unverified portions.
Furthermore, by examining ScopE’s output, we identified 10
inconsistencies in VIA’s verified commands, and 2 inconsis-
tencies in Arm’s model checking harnesses. Finding bugs in
verified components does not imply the tools are unsound;
each has different strengths.

7.3 RQ3: Robustness Evaluation

To evaluate SCOPE’s robustness, we tested it on multiple
RMM specification versions, demonstrating its ability to han-
dle specification updates and newly introduced ABIs.

Experiment setup. We counted the number of commands
that could be reasoned about as covered commands, and
calculated the covered rate by dividing this number by the
total number of commands, which includes RMI, RSI, and
PSCI commands. While counting the number of covered
commands in ScoprEg, we excluded the cases that lacked both
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B4.3.16.3 Success conditions

ID Condition

rtte_state walk.rtte.state == UNASSIGNED

ripas walk.rtte.ripas == DESTROYED

state_prot pre: AddrIsProtected(ipa, realm)
post: walk.rtte.state == UNASSIGNED

ripas pre: AddrIsProtected(ipa, realm)

post: walk.rtte.ripas == DESTROYED
pre: !AddrIsProtected(ipa, realm)
post: walk.rtte.state == UNASSIGNED_NS

state_unprot

Table 10. Buggy success conditions of RMI_RTT_DESTROY ex-
cerpted from the RMM specification (1.0-eac5). The invariants for
Protected IPAs and Unprotected IPAs are not considered, leading to
a potential security flaw, as shown in the red shaded area. The green
shaded area indicates the fixed conditions following our report.

success and failure conditions or were incomplete. We re-
garded the commands with missing conditions or those that
were non-executable as incomplete.

Results. Scoprk attained an average covered rate of 73% (Ta-
ble 9). For 1.0-eac5 and 1.0-rel0, 28 commands were covered
and 13 were uncovered. Out of 13 uncovered commands,
10 were closely related to the document’s issues; 5 were
empty commands, and 5 had prosaic descriptions instead
of logical conditions. The remaining 3 were excluded be-
cause they contained ASL syntaxes that we did not sup-
port, leading to a compile error. For example, we translated
the RmmRealmMeasurement type of 512 bits as [u8; 64], and
it could not be directly compared to the natural number o,
which was the translation result of Zeros(). For 1.1-alp11
and 1.1-alp12, 22 were uncovered while 74 and 79 were cov-
ered. Among the 22 uncovered commands, 3 were empty
commands, 11 contained prosaic descriptions, and 8 were
related to unsupported syntaxes. 6 of the unsupported syn-
taxes were all caused by polymorphic functions of Equal ();
these are not fundamental limitations, but supporting them
would require substantial engineering effort, as there are a
large number of variants of Equal()—35 in 1.1-alp12 alone.

7.4 RQ4: Security Implication

To address RQ4, we present two case studies that illustrate
the potential security risks arising from inconsistencies.

7.4.1 RMI_RTT_DESTROY [FENIMORE-893, 940]. The
incorrect success condition in the RMI_RTT_DESTROY ABI would
cause a risk of unauthorized access to protected memory re-
gions. Table 10 highlights the initial success conditions of
this ABI before our report, along with the subsequent cor-
rections. Originally, both Protected and Unprotected IPAs
were incorrectly considered capable of meeting the ABI’s
success conditions, contradicting key invariants of RIPAS
and unprotected states. Specifically, the proper handling of
Unprotected IPAs was neglected. Implementations based on
these incorrect conditions could mistakenly assign the value
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B4.3.1.1.1 Input values

Name Register Bits Type Description

Address

src X4 63:0 PA of the source Granule

B4.3.1.3 Success conditions

ID Condition

data_state Granule(data).state == DATA

rtte_state walk.rtte.state == ASSIGNED

rtte_ripas walk.rtte.ripas == RAM
walk.rtte.addr == data

rtte_addr
rim Realm(rd).measurements[@] == RimExtendData(
realm, ipa, data, flags)

Condition for the contents copied from src is missing.

Table 11. Buggy success conditions of RMI_DATA_CREATE ex-
cerpted from the RMM specification (1.0-eac5). A condition for
content copy from the Host is missing from the Success conditions,
which can lead to a failure to deploy the contents in the Realm.

UNASSIGNED instead of UNASSIGNED_NS for Unprotected IPAs,
particularly in cases where the NS [55] field in the page table
descriptor is cleared. Since the NS field determines access per-
missions for the owning Realm (PAS=Realm when the bit is @
and PAS=NS when it is 1), such misconfigurations could intro-
duce serious security vulnerabilities—potentially enabling
Unprotected IPAs to access protected memory of the Realm
without triggering a Granule Protection Fault (GPF).

7.4.2 RMI_DATA_CREATE [FENIMORE-935]. The orig-
inal success conditions of the RMI_DATA_CREATE ABI omitted
an essential requirement, leading to potential inconsistencies
and verification failures (shown in Table 11). According to
the Realm lifecycle, the Host uses this ABI to add pages to a
Realm by specifying a source Granule whose contents should
subsequently be copied into a destination Granule. How-
ever, the previous success conditions failed to explicitly state
this necessary content-copying step. If an implementation
strictly adheres to these incomplete conditions, neither code
nor data could be properly instantiated within the Realm’s
memory region. Moreover, formal verification efforts based
on these flawed ABI semantics—particularly those targeting
critical properties such as Realm Memory Isolation—would
be fundamentally unsound.

8 Discussion

Assumptions. For automatic processing, SCOPE treats un-
interpreted functions as-is, which constitute most command
condition functions in the specification, as described in §5.1.
This design choice assumes that any side effects arising from
uninterpreted functions are acceptable. While this may intro-
duce false positives due to underspecification (e.g., RTTEntries-
InRangeRipas, §7.1), it enables efficient detection of incon-
sistencies within the specification.

During proof query generation, SCOPE assumes that the
Dependency on RIPAS (or HIPAS) and the New RIPAS (or

594

Changho Choi, Xiang Cheng, Bokdeuk Jeong, and Taesoo Kim

HIPAS) refer to the same object (e.g., an RTT entry at the
same RTT walk level). This assumption generally holds, but
it can lead to false positives when violated. For example, in
RMI_RTT_CREATE, the former refers to entries in the parent
table, whereas the latter refers to entries in the child table.
We further assume the correctness of underlying tools, in-
cluding Verus and SMT solvers used by Scope, as is standard
in prior work.
Limitations. Scopk may fail to detect bugs that are not
reflected in any related statements. However, this limitation
is mitigated by the observation that all versions of the speci-
fication have undergone rigorous review, making it unlikely
for a single statement to convey blatantly incorrect informa-
tion. Also, our model is neither bit-precise nor byte-precise,
and inconsistencies that involve bit- or byte-level semantics
would not be detected if present. Additionally, we do not
extract the ordering information of each command’s failure
conditions from the RMM specification. As a result, subtle
logical inconsistencies involving this ordering may go unde-
tected by Scopk. To mitigate scalability issues in reasoning
about loops, ScoPE currently checks only a single entry in
the target page table, rather than checking all entries. In
addition, the added deduced conditions represent only a sub-
set of the unmodified state items, as the conversion process
prioritizes automation over completeness. Finally, the use
of uninterpreted functions may lead to false positives when
the semantics of one function are subsumed by those of
another. We believe that ScopE can be extended to address
these limitations in future work.
Manual effort. In version 1.0-eac5, formal definitions (Inter-
face and Types) occupy 166 of 281 pages (59%), which ScorE
can process automatically. The remaining content requires
manual handling and the amount of effort differs depending
on the user type. For passive users, model generation re-
quires 2—10 minutes per supported version to fix type errors.
For active users, modifying or inserting a condition takes
10-60 minutes depending on the target. Translating figures
into queries typically takes 2-20 minutes each. When ASL
syntax, Verus representation, or document structure changes,
the parser must be adjusted, requiring hours of engineer-
ing effort. Also, discovering new rules or invariants may
take several days or weeks. Overall, the effort took about 11
months, mostly due to implementation work.
Applicability to other areas. PDF is not a suitable input
format for extension, and reusing our parser beyond the
RMM specification would require substantial additional en-
gineering effort. Nevertheless, we argue that the central idea
of this work—cross-referencing different sections within the
same source to identify inconsistencies—can be extended
to other specification types, such as architectural reference
manuals, protocol specifications, and network function speci-
fications [79, 80], to check internal consistency. For example,
modern specifications (e.g., RISC-V) increasingly include
semi-formal definitions, which make them amenable to our
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approach. Furthermore, our novel use of a formal model as an
oracle for answering proof queries that reflect the intent of
the specification’s designers can be applied to other formally
verified systems and specifications to strengthen confidence
in their correctness. Lastly, we demonstrate that PDF doc-
uments can be directly parsed, and the extracted data can
be sanitized through rule-based checking. This process of
automated parsing and validation holds potential for early
error detection in other technical documents governed by
complex rules.

Alternatives. To facilitate formal reasoning, Verus serves as
the initial target for translating the RMM specification. This
conversion can be generalized to other formal frameworks,
including Dafny [44], Boogie [13], and UCLID5 [61]. Also,
once Arm releases the Machine Readable Specification input
(YAML files) for the RMM specification, our system can be
extended to support it, further improving generalizability
through common parsing formats.

9 Related Work

Significant efforts have been made to improve the trustwor-
thiness of specifications. Based on their focus and methods,
prior work falls into five main categories.

Testing against implementation. Executing specifica-
tions has been widely used to improve their correctness and
reliability. Fox and Myreen develop executable formal speci-
fications of Armv6 and Armv7 in HOL, and validate them
via testing and proof [30, 31]. ISA-Formal translates Arm
manuals into Verilog to enable model checking [66]. Sail pro-
vides a reusable infrastructure for ISA semantics, supporting
emulator generation and theorem prover integration [12].
Concurrency models for Armv8 are extensively tested by
Flur et al. [28]. Executable and validated models have also
been developed for x86 [34, 68]. Capability extensions for
RISC-V and CHERI-MIPS are verified using translations into
Sail or L3 [33, 55]. Similarly, seL4 executes its microkernel
specification to support validation [40].

Formal modeling. Proving critical properties of a specifi-
cation is a common approach to validating its correctness.
seL4 strengthens the trustworthiness of its specification by
formally proving integrity [69], and information flow se-
curity [53]. Enclave execution mechanisms, such as Intel
SGX and Sanctum [23], are formalized and verified against
security definitions [71]. For Arm CCA, Fox et al. develop
a secure, machine-checkable specification and prove core
security properties [32]. Remote attestation for confiden-
tial virtual machines is also formally modeled and verified
[67]. In contrast, our work focuses on identifying internal
inconsistencies within the specification itself.
Specification auditing. Auditing specifications often re-
lies on high-level views that abstract key aspects of system
behavior [35, 65], requiring substantial manual effort and do-
main expertise. Kemmerer proposes validating specifications
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by defining minimal requirements and testing them against
these requirements using symbolic execution [38]. Fonseca
et al. manually examine the specifications of distributed sys-
tems and uncover several bugs [29]. Reid verifies the Arm
v8-M architecture specification using architect-defined views
and coverage properties [65]. Goldweber et al. generalize
specification testing by incorporating developers’ intent as
an explicit auditing criterion [35]. In contrast, our approach
automates inconsistency detection.

Test generation from specifications. Automatic test gen-
eration is widely used to support the validation of specifica-
tions and hardware by producing executable tests. Several
tools [21, 52, 58-60, 62, 63, 78] generate tests from specifica-
tion documentation or heuristic rules to expose inconsisten-
cies. For example, Sherlock [21] employs machine learning
to extract dependency graphs and generate tests that reveal
mismatches between hardware and specifications. While
effective, these approaches typically rely on hardware or
emulators for test execution. In contrast, Scope identifies
logical inconsistencies directly within the specification itself,
without requiring hardware.

LLM-based inconsistency detection. Recent work has
explored the use of LLMs to detect inconsistencies in speci-
fications by leveraging their ability to reason over natural
language and code [19, 46, 50, 76, 82]. AutoVerus [76], for ex-
ample, generates Verus specifications from code and verifies
them using SMT solving. In contrast, SCOPE analyzes a for-
mal RMM model against structured specification elements,
such as tables and figures. While LLMs perform well on tex-
tual inputs, reasoning over non-textual specification artifacts,
including diagrams, remains a significant limitation.

10 Conclusion

In this paper, we present SCOPE, an automatic approach for
processing and analyzing the RMM specification. SCOPE is
based on the assumption that such specifications are inter-
nally consistent. It extracts relevant information from the
specification and converts it into logical constraints to de-
tect inconsistencies. Unlike prior test generation-based tools,
ScoPE does not rely on existing hardware or software imple-
mentations for validation. Its fully automated methodology
significantly reduces the manual effort required to maintain
formal verification proofs developed by engineers. We eval-
uated ScopE on the RMM specification and demonstrated its
effectiveness by identifying 35 inconsistencies, which were
subsequently confirmed by the engineers at Arm. Further-
more, our comparison with LLM-based approaches shows
that Scopk achieves higher precision in inconsistency detec-
tion.
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A RTT_INIT_RIPAS table in full
We present the complete versions of Table 2 in Table 12.

B4.3.18.2 Failure conditions

1D Condition
rd_align pre: !AddrIsGranuleAligned(rd)

post: ResultEqual(result, RMI_ERROR_INPUT)
rd_bound pre: !PalsDelegable(rd)

post: ResultEqual(result, RMI_ERROR_INPUT)
rd_state pre: Granule(rd).state != RD

post: ResultEqual(result, RMI_ERROR_INPUT)
size_valid pre: UInt(top) <= UInt(base)

post: ResultEqual(result, RMI_ERROR_INPUT)
top_bound pre: !AddrIsProtected(

ToAddress(UInt(top) - RMM_GRANULE_SIZE),
realm)

post: ResultEqual(result, RMI_ERROR_INPUT)
realm_state pre realm.state != REALM_NEW

post: ResultEqual(result, RMI_ERROR_REALM)
base_align pre !AddrIsRttlLevelAligned(base, walk.level)

post: ResultEqual(result, RMI_ERROR_RTT, walk.level)
rtte_state pre: walk.rtte.state != UNASSIGNED

post: ResultEqual(result, RMI_ERROR_RTT, walk.level)
top_gran_align pre !AddrIsGranuleAligned(top)

post: ResultEqual(result, RMI_ERROR_INPUT)
top_rtt_align pre ((UInt(top) < UInt(RttUpperBound(

base, walk.level, realm.ipa_width)))
&& RttEntryHasRipas(RttEntry(
walk.rtt_addr,
RttEntryIndex(top, walk.level)))
&& !AddrIsRttLevelAligned(top, walk.level))
post: ResultEqual(result, RMI_ERROR_RTT, walk.level)

Table 12. Failure conditions of RMI_RTT_INIT_RIPAS excerpted
from the RMM specification (1.0-eac5). The shaded area highlights
the failure condition associated with a HIPAS value.

B RMI_DATA_DESTROY table in full

We present the complete versions of Table 4 in Table 13.
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B4.3.3.1 Interface
B4.3.3.1.1 Input values

Name Register Bits Type Description

fid X0 63:0  Ulnto4 FID, value 0xC4000155

rd X1 63:0 Address PA of the RD which owns the target Data

ipa X2 63:0 Address IPA at which the Granule is mapped in the
target Realm

B4.3.3.1.3 Output values

Name  Register Bits Type Description

result X0 63:0 RmiCommandReturnCode ~ Command return status

data X1 63:0 Address PA of the Data Granule which was

destroyed
top X2 63:0  Address Top IPA of non-live RTT entries,

from entry at which the RTT walk
terminated

B4.3.3.1.2 Context
The RMI_DATA_DESTROY command operates on the following context.

Name Type Value BeforeDescription

walk RmmRttWalkResult Rt tWalk ( false RTT walk result
rd, ipa,
RMM_RTT_PAGE_LEVEL)

entry_- Ulnt64 RttEntryIndex( false RTTE index

idx
ipa, walk.level)

walk_top Address RttSkipNonLiveEntries( false  Top IPA of non-live

Rtt(walk.rtt_addr),
walk.level,
ipa)

RTT entries, from
entry at which the

B4.3.3.2 Failure conditions

ID Condition
rd_align pre: !AddrIsGranuleAligned(rd)
post: ResultEqual(result, RMI_ERROR_INPUT)
rd_bound pre: !PalsDelegable(rd)
post: ResultEqual(result, RMI_ERROR_INPUT)
rd_state pre: Granule(rd).state != RD
post: ResultEqual(result, RMI_ERROR_INPUT)
ipa_align pre: !AddrIsGranuleAligned(ipa)
post: ResultEqual(result, RMI_ERROR_INPUT)
ipa_bound pre: !AddrIsProtected(ipa, Realm(rd))
post: ResultEqual(result, RMI_ERROR_INPUT)
rtt_walk pre: walk.level < RMM_RTT_PAGE_LEVEL
post: (ResultEqual(result, RMI_ERROR_RTT, walk.level)
&& (top == walk_top))
rtt_state pre: walk.rtte.state != ASSIGNED
post: (ResultEqual(result, RMI_ERROR_RTT, walk.level)
&& (top == walk_top))
B4.3.5.3 Success conditions
1D Condition
data_state Granule(addr).state == DELEGATED
rtte_state walk.rtte.state == UNASSIGNED
ripas_ram pre: walk.rtte.ripas == RAM
post: walk.rtte.ripas == DESTROYED
data data == walk.rtte.addr
top top == walk_top
B4.3.5.4 Footprint
ID Value
data_state Granule(walk.rtte.addr).state

rtte RttEntry(walk.rtt_addr, entry_idx)

Table 13. RMI_DATA_DESTROY command excerpted from the
RMM specification (1.0-eac5).

RTT walk terminated



Detecting Inconsistencies in Arm CCA’s Formally Verified Specification

C Prompt and Agent Details

We present the detailed prompt we use for LLM-based eval-
uation and demonstrates our agent’s workflow. Our agent
works for Arm CCA specification document by trying to
parse its index and divided the whole document into small
sections as nodes. For each node, the agent goes over the
content and identify all the hyperlinks to other sections. We
define the ‘relevant’ section as the nodes whose distance to
the target node is at most 1 hop. For each section and its
relevant sections, we combined them together and feed to
the LLM. The system prompt of agent is used as below:

You are an expert in ARM CCA and PDF document.

I need your help to find contradictions in the
long document, usually across tables, sections.
Your input will be a long text extracted from pdf]
document, and you are expected to find xxallxx*
the #*xcontradictionsxx in the input document.

For example, the below example shown:

<1-shot-example>

For each related context, we use following user prompt to
ask for answers:

This section is about <topic>, the text
extracted from PDF is:

<pdfTotext>

Find all the inconsistencies inside the
input text, with detailed explanations.

D Artifact Appendix
D.1 Abstract

The scripts and step-by-step guide to reproduce the eval-
uation in this paper are available at https://doi.org/10.5
281/zenodo.17946326. It contains a sophisticated Python
tool that converts Arm CCA’s Realm Management Monitor
(RMM) specification documents into Verus verification code
for formal analysis and inconsistency detection.

D.2 Artifact check-list (meta-information)
e Model: Token/Api Key for LLM models to test: gpt-4o,
gpt-o1, claude-3.7, deepseek-r1 and llama3.1
e Data set: Realm Management Monitor specification
e Hardware: CPU (Intel Core i7-14700K)
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e Metrics: Precision scores are defined as True Positives
(TP) / (True Positives (TP) + False Positives (FP)). Cov-
ered rates are defined as the number of covered com-
mands / the total number of commands.

e How much disk space required (approximately)?: <
2GB (mostly for Verus)

e How much time is needed to prepare workflow (ap-
proximately)?: 1 hour

e Publicly available?: Yes

e Code licenses (if publicly available)?: Apache-2.0 li-
cense

e Archived (provide DOI)?: https://doi.org/10.5281/zeno
do.17946326

D.3 Description

D.3.1 How to access

e Source code: https://github.com/islet-project/scope or
https://doi.org/10.5281/zenodo.17946326.

D.3.2 Software dependencies

e Ubuntu 24.04

e Python 3.12.3

e Verus v0.2025.01.11
e 7Z3v4.12.5

o pdftotext 24.02.0

D.3.3 Data sets

The Realm Management Monitor specifications (versions
1.0-eac5, 1.0-rel0, 1.1-alp11, and 1.1-alp12) are provided as
PDF files. These files should be downloaded from the links
below and placed in the same directory as the scope script.

e https://developer.arm.com/documentation/den0137/
1-Oeac5/

e https://developer.arm.com/documentation/den0137/
1-Orel0/

e https://developer.arm.com/-/cdn-downloads/permal
ink/Architectures/Armv9/DEN0137_1.1-alp11.zip

e https://developer.arm.com/-/cdn-downloads/permal
ink/Architectures/Armv9/DEN0137_1.1-alp12.zip

D.4 Installation

We require installing pdftotext, Rust, Verus, and Z3.

# Install pdftotext

sudo apt-get install libpoppler-dev

# Install python dependencies

sudo apt install python3-pypdf python3-networkx python3-openai
# Install rust

curl -proto ’=https’ -tlsvl1.2 -sSf https://sh.rustup.rs | sh
# Install verus and z3

git clone https://github.com/verus-lang/verus.git

cd verus

git reset —hard bec74a67d9281a4f51a7e1855760c5d16d8f63ff

cd source

./tools/get-z3.sh


https://doi.org/10.5281/zenodo.17946326
https://doi.org/10.5281/zenodo.17946326
https://doi.org/10.5281/zenodo.17946326
https://doi.org/10.5281/zenodo.17946326
https://github.com/islet-project/scope
https://doi.org/10.5281/zenodo.17946326
https://developer.arm.com/documentation/den0137/1-0eac5/
https://developer.arm.com/documentation/den0137/1-0eac5/
https://developer.arm.com/documentation/den0137/1-0rel0/
https://developer.arm.com/documentation/den0137/1-0rel0/
https://developer.arm.com/-/cdn-downloads/permalink/Architectures/Armv9/DEN0137_1.1-alp11.zip
https://developer.arm.com/-/cdn-downloads/permalink/Architectures/Armv9/DEN0137_1.1-alp11.zip
https://developer.arm.com/-/cdn-downloads/permalink/Architectures/Armv9/DEN0137_1.1-alp12.zip
https://developer.arm.com/-/cdn-downloads/permalink/Architectures/Armv9/DEN0137_1.1-alp12.zip

ASPLOS 26, March 21-26, 2026, Pittsburgh, PA, USA.

source ../tools/activate

vargo build -release

D.5 Experiment workflow

Reviewers can use §D.5.1 and §D.5.2 to reproduce the results
in §7.1. §D.5.3 corresponds to §7.3, and §D.5.4 corresponds
to §7.2.1.

Because the RMM specifications are provided as unlabelled
documents, identifying true positives (TPs) and false posi-
tives (FPs) required manual validation via Arm’s feedback
system. To facilitate reproducibility, we include pre-labelled
data in the form of patch files.

D.5.1 Formal Reasoning

The precision scores of formal reasoning can be reproduced
with the following steps.

# generate a model
./scope -target {each, rel@} -input-type pdf -mode reason >

{each, rel@}.rs

# apply a patch to avoid type errors
patch -p@ < ./patch/{eac5, rel@}.patch
cp {each, rel@}.rs ~/

# verify
cd ~/verus/source
./target-verus/release/verus ~/{eac5, rel@}.rs

D.5.2 Rule-based Checks

The precision scores of rule-based checks can be reproduced
with the following steps.

# perform heuristic checks

./scope -target {eac5, rel@} -input-type pdf -mode rule >
{eac5, rel@}_rule.txt

# apply a patch for pre-determined labelling
patch -p@ < ./patch/{eac5, rel@}_rule.patch

# see the result
cat {eac5, rel@}_rule.txt

D.5.3 Robustness Evaluation
The covered rates can be reproduced with the following
steps.

# measure covered rates

rele, alpii,

-mode reason —is-coverage —-no-dependency > {eac5, rel@, alpil,

./scope -target {eac5, alp12} -input-type pdf

alp12}_coverage.rs
# apply a patch for pre-determined labelling
patch -p@ < ./patch/{eac5, rel@, alpl1, alp12}_coverage.patch

cp {each, rele, alpl1, alp12}_coverage.rs ~/

# verify

cd ~/verus/source
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./target-verus/release/verus ~/{eac5, relo, alp11, alpl12}

_coverage.rs

# see the result
cat ~/{eac5, rele, alp11, alp12}_coverage.rs

D.5.4 LLM Agent Evaluation

To reproduce LLM agent evaluation in the paper, we pro-
vide the LLM agent code in the 11m-baseline folder. The
evaluation contains following steps:

1. Split the pdf input into sections based on the table of
contents

2. Build the section dependency graph based on the hy-
perlink inside each sections; the section and its recur-
sivly extended dependencies are contexts

3. Take the whole section and context as input and feed
into LLM

Please follow the instructions from the readme file, or run
following commands:

cp DEN@137_1.0-rel@_rmm-arch_external.pdf cca.pdf
python3 main.py cca.pdf 9 16

D.6 Evaluation and expected results

D.6.1 Formal Reasoning

With the execution, 8 assertion violations would be reported
for eac5 and rel0. Another assertion violation would be gen-
erated by commenting out the first FP assert statement
of rmi_rtt_init_ripas_rule function in eac5.rs. Out of
them, 6 are FPs and 3 and 2 are TPs, as indicated in comments
and §7.1.

D.6.2 Rule-based Checks

In the text files, 12 violating commands would be detected
for eac5 and rel0. Among them, 10 commands are TPs, 1
command is a FP, and 1 command contains both of a TP and
a FP, as indicated in comments and §7.1.

D.6.3 Robustness Evaluation

For all cases, verification would be successful with lots of
camel-related warnings. Counting the numbers of : COVERED
and : UNCOVERED would result in 28, 28, 74, 79 and 13, 13,
22, 22 for eac5, rel0, alp11, alp12. [EXCLUDED] diagnoses
problematic places of uncovered commands: emptiness, un-
supported syntaxes, and prosaic descriptions, as described
in §7.3.

D.6.4 LLM Agent Evaluation

Due to the large volume output of LLMs, we only sample
50 cases for each model and manually checked the correct-
ness. The full output of the LLM result is attached in the
1lm-output. txt.
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