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What is Decentralized Finance (DeFi)?

A financial ecosystem built
on blockchain platforms like Ethereum.

Executed through smart contracts, provides a
variety of financial services.
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DeFi Protocols
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DeFi Hacks & Scams
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Incident Impacts
Silicon Valley Bank bank run== collapse _

e users withdrew $42 billion in a single day

m Curve DEX has suffered multiple hacks == survival
e 08/2022: front-end exploit, $575K loss
e 07/2023: smart contract exploit, S69M loss ¢ Curve DEX (CRV)
e the second largest DEX based on TVL AT

>$2.21b
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Research Questions

Why do people continue to use DeFi despite numerous DeFi
incidents being reported?

What DeFi risks are users concerned about, and how
do they mitigate these risks?

How do victims respond to DeFi incidents?
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interview survey

1st study

2nd study

Real-world victims
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Research Questions

Why do people continue to use DeFi despite numerous DeFi
incidents being reported?

What DeFi risks are users concerned about, and how
do they mitigate these risks?

How do victims respond to DeFi incidents?

How do DeFi users perceive regulation?
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DeFi is more secure than CeFi? — seems not
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DeFi is easier to use than CeFi? — seems not, either
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usability comparison

(¢ | had alot of trouble at first figuring out what type of

crypto | needed for gas fees. | was also shocked at how
expensive ETH fees were. 1T
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DeFi Love Points

Rank

? i There are a lot of opportunities to have
a twenty percent APY income.

” .
n Do
Rank i . . . o
1 Decentralized [service] is always ‘
more safe than centralized [service]. " misconception
| Decentralization| 13.9% [ 9.2% |
| Earn more money} 11.1% | 84% | = Extremely important
[ Very important
It's secure 9.2% | 5.8% | [ Moderately important
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Research Questions

Why do people continue to use DeFi despite numerous DeFi
incidents being reported?

What DeFi risks are users concerned about, and how
do they mitigate these risks?

How do victims respond to DeFi incidents?

How do DeFi users perceive regulation?
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Concerned Risk

an exit scam, the team
suddenly disappears

exploit of the vulnerability
in smart contracts

Financial risks

16.6% | 11.4%]

18.1% | 14.6% |

Smart contract exploitation

13.6%

Theft of private key

Regulatory uncertainty

Phishing 4

Instability of stablecoins

Airdrop scam 8.3

13.0% | 12.6% |

15.6% | 15.0% |

13.2% | 13.6% |

13.2% |10.3%

11.0% —3 Extremely concerned
[ Very concerned
[ Moderately concerned
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Risk Mitigation a

| only invest how much | am willing to lose

| check crypto news almost daily

| enable two-factor authentication
to secure my wallets

Low adoption of effective technical measures S

e e.g., revoke token approvals regularly | deal more with stablecoins S
J I have cold / hardware wallets

| bookmark official sites

gl'an’[ dAppS access ’[O a and smart contract addresses
User'S Wa”et I I regularly check and revoke token approvals

| use a strategy that averages my buy-in price

I audit smart contract myself -rrwswss

| use a separate browser for my wallets

[

| don't think there are preventive measures

Two-factor authentication has fomitaate s ik
been one of the best solutions . ? = o |
for keeping wallets safe. o i % a0 % e

.‘) | don't have preventive measures B Financial risks
' ’ Percentage of Responses

to mitigate this risk <=3
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Recommendation: Increase Adoption of
Security Practices

Implement a reminder feature that regularly prompts users to
review their current token approvals

n METAMASK | Support MetaMask Activity How to contact support MetaMask Learn m

Getting started > A > Privacyandsecurity > How to revoke smart contract allowances/token approvals

Managing my tokens >

Managing my wallet > How to revoke smart contract allowa nces/

MetaMask Activity > t k I

MetaMosk Portfolio 5 OoKen approvais

MetaMask Snaps > = =

| Does this article need to be translated? v

Network profiles >

Networks and sidechains > Note: smart contract allowances are different from simply connecting your wallet to a dapp. For information on disconnecting
your wallet from dapps, see here.

NFTs >

Privooy and security v Smart contract/token allowances, also referred to as c.:pprovals, involve you allowing dapps to act?on and move tokens in your
wallet on your behalf. When you use a DEX (decentralized exchange), for example, you'll need to sign an approval that allows

Account Migration Guide its smart contract to take tokens to complete your requested trades. Whilst this sounds inherently risky, bear in mind that giving
. § for dapps at least some allowance is always necessary. If you want to use Web3, you won't be able to avoid them.
L__BasicSafotv.and Secyrity Tips

Drgia
, : : o Teoh
MetaMask’s educational material ec 1



Overconfidence in 2FA &

m Smart contract exploit

62% 65%

to mitigate were using 2FA

technically...

57% 49%
were using 2FA only iy Georgia
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Recommendation: Correct Misconceptions

e Suggest clarifying the covered threats in the 2FA settings of

custodial wallets

2-step verification
We use 2-step verification when we need to check it’s really you using your account.

Your 2fa method

no intro of the risks
covered/not covered
by 2FA

Security prompt
MORE SECURE

E Text message (SMS)
LESS SECURE

Coinbase’s current 2FA interface

CGr
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Incident Impact on Risk Mitigation

e Integral practices were not sufficiently adopted by victims
o timely check and revoke token approvals
o use hardware wallets

e The misconception about 2FA was also prevalent among the victims
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Research Questions

Why do people continue to use DeFi despite numerous DeFi
incidents being reported?

What DeFi risks are users concerned about, and how
do they mitigate these risks?

How do victims respond to DeFi incidents?

How do DeFi users perceive regulation?
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Response Actions &
after a scam...

disconnected wallet 0 o, did nothing but
from every site 27% 26 0 moved on

revokedlevefy t?/kfn 20% 16% invested more in
approval on walle other DeFi services

oot
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Perception Changes a

i My belief in cryptocurrency has grown stronger after [experiencing] that
[DeFi scam] because | made good money from it...

An opportunity to make money is something I believe in. "

01 |just felt like | was the victim of my own circumstance... Not doing

enough research before diving into it... it was my fault basically.
1]

> 90% of victims did not change their belief...
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# of Incidents Encountered &

Scam_
1.8 4.7

some victims reported experiencing > 10 scams...
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outweigh

insufficient to help
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som=  Thank you!

Q&A

Mingyi Liu <mingyiliu@gatech.edu>

Georgla @
Tech. SANMISUNG

SUNG KYUN KWAN UNIVERSITY

¢ .- Georgia
¢
=4l Tech 25



