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• Define an instruction set in the form of bytecode

• Interpret and execute bytecode on a virtual machine

• Usually light-weight, and no process-level sandboxing
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Our contributions

• Studies of 10 widely-used embedded 
interpreters in real world

• Studies of known vulnerabilities

• Security guidelines

• Research opportunities



Why do people use

embedded interpreter?
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• Untrusted bytecode

• Must validate the bytecode before execution

• Untrusted input

• Must execute the bytecode defensively

• No strict isolation

• Must prevent bugs in embedded interpreters from 
affecting the host system

• Embedded interpreters that fail to do so 
(correctly) will be vulnerable



Vulnerability case studies

• Untrusted bytecode

• INET_DIAG infinite loop vulnerability 
(CVE-2011-2213)

• Untrusted input

• ClamAV signed division vulnerability
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• FreeType arbitrary code execution vulnerability
(CVE-2011-0226)
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switch"(opcode)"{
....
case"OP_SDIV:
{
""""int64_t"a"="BINOPS(0);"//"dividend
""""int64_t"b"="BINOPS(1);"//"divisor
""""if"(b"=="0"||"(a"=="P1"&&"b"=="INT64_MIN))
""""""""return"CL_EBYTECODE;
""""valueP>v"="a"/"b;
}
}

Interpreter code

ClamAV signed division vulnerability

10000000"00000000
11111111"11111111

..."...

suspicious 
files

suspicious 
files

Suspicious 
local file

%a"="load"i64*"inttoptr"i64"0"to"i64*
%b"="load"i64*"inttoptr"i64"8"to"i64*
%r"="sdiv"i64"%a,"%b
...

Bytecode 
signature

Might trap on a/0 and
INT64_MIN*/*^1

WRONG!
Should swap a and b

Cloud



Vulnerability case studies

• Untrusted bytecode

• INET_DIAG infinite loop vulnerability 
(CVE-2011-2213)

• Untrusted input

• ClamAV signed division vulnerability

• No strict isolation

• FreeType arbitrary code execution vulnerability
(CVE-2011-0226)
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struct"T1_DecoderRec"{""""""""""""""//"T1"VM"state
""""FT_Long"""stack[MAX_OPERANDS];""//"execution"stack
""""FT_Long*""top;""""""""""""""""""//"stack"pointer
""""....
""""T1_Decoder_Callback"""parse_callback;"//"func"pointer
};

Did not validate 
nargs is in range

Overwrite
 function pointer
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Security guidelines

• A better solution: process isolation

• Running interpreter in a separate OS process

• Can prevent bugs in the interpreter from affecting the 
host system

• Example:  Chrome browser

• Exceptions

• Application requires extreme performance

• No processes (e.g. OS kernels)
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Pitfall 1:  complex feature sets

• Feature vs. vulnerability checklist

• The more expressive a bytecode is, the wider range of 
attack vectors there could be

• Advices

• Do not over-design

• Example:  bitcoin disabled many unused opcodes

Feature set Potential attack vectors
Arithmetic operations Div-by-zero, integer overflow

Loops (backward jumps) Infinite loops, DoS
Function calls Infinite recursion, stack overflow

External calls to the host Arbitrary code execution
Register file or scratch memory Information leak
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Pitfall 2:  resource consumption

• Unconstrained resource consumption can 
cause DoS attack to the host system

• Advices

• Limit execution time or total number of instructions

• Limit stack growth and depth of nested calls

• Terminate the bytecode and reclaim resources when 
necessary



Pitfall 3:  calls to the host system

• Allowing calling external functions from the 
bytecode is a bad idea

• Break interpreter / host isolation

• Easily leads to arbitrary code execution

• Examples:  python’s pickle library



Pitfall 3:  calls to the host system

• Allowing calling external functions from the 
bytecode is a bad idea

• Break interpreter / host isolation

• Easily leads to arbitrary code execution

• Examples:  python’s pickle library

• Advices

• Need a clean and explicit interface

• Ideally, all interaction with external world should be 
limit to input and output
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Research Opportunities

• Testing embedded interpreters

• Static analysis (or formal verification)

• Challenge:  many invariants are dynamic and complicated

• Symbolic testing

• Challenge:  control flow highly depends on the bytecode

• Building reusable embedded interpreter

• Challenge: trade-off between complexity and generality

Embedded
interpreter

General-purpose
bytecode (e.g. Java)?

• Size of runtime
• Performance
• Portability
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Conclusion

• Embedded interpreters and their 
vulnerabilities are prevalent in real world

• Pitfalls and security guidelines

• Research opportunities

• Testing embedded interpreters

• Building reusable embedded interpreters
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